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EXECUTIVE SUMMARY

This report discusses the network dimensioning @nadocol design issues of cooperative spectrum
sensing for supporting cognitive radio operatioongldering network dimensioning, the document
describes analytic tools to express the expectasirgg performance as the function of the network
density and derive the necessary level of sensaperation for distributed sensing. Considering the
wireless sensor network (WSN) protocol design,eisatibes the WSN protocol stack necessary to
collect the sensing information from the sensord deliver it for secondary network cognitive
communication management.

The main goal of this document is to evaluate verigolutions for the protocol stack design, coyerin
centralized, distributed and clustered network igectures, and different sensing and data fusion
approaches. In this document we address the diffetesign approaches separately and discuss the
advantages and disadvantages of the proposedos@uiihe conclusions of this deliverable will lead
our activities in the next phase of the projectewlihe goal is to define a cross-layer optimized
protocol stack.

The document covers the two scenarios addresséldeirBendora project: the case when a fixed
deployed sensor network performs spectrum sensing, the ad-hoc case, when the secondary
terminals perform spectrum sensing and share geirdiormation.

Specifically, the report consists of the followimgin parts:

— Sensor network dimensioning for reliable spectagmsing, considering both the fixed WSN and
the ad-hoc scenarios. This part mainly discussesdlse when the sensors perform hard decision
combining, evaluates the gains of the fixed sedeptoyment and the density regions where ad-
hoc networks can achieve efficient spectrum acdasaddition we report the first results of the
evaluation of the optimal soft-decision combinirgusion and show the gains of soft decision
combining compared to hard decision combining.

— Sensor network protocol design, mainly focusinglme fixed WSN scenario but also addressing
some aspects of the ad-hoc case. Here we discussathic flows in the sensor network, present
the requirements of the protocol stacks, discusspibssible selection of protocols for given
network layers, considering systems with centrdligentrol and more distributed systems based
on a clustered, hierarchical network architectike present the first results of the cross-layer
optimization efforts, specifically discussing thespibility and efficiency of jointly optimized
information aggregation, routing and sensor selacti

— Finally, we present in detail the protocol staaapted for the demonstration activities of the
project. For demonstration, the Eurecom/Thales @périerface stack will be used. This stack is
not optimized for the specific application of distted spectrum sensing but allows the
demonstration of sensing and cognitive capabilitiethe scenarios already specified in the D7.2
deliverable. Here we describe the extensions oftlzlable protocol stack that will be provided
for the demonstrations.

In this deliverable WSN protocols are discussed @&wdluated in isolation. The cross-layer

optimization of the protocol stacks will be repadria deliverable D6.3, entitled “Report on crosgela
protocol stack design”.
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1 INTRODUCTION

1.1 PURPOSE OF THE DOCUMENT

The purpose of this document is to summarize tselte of the WSN dimensioning and protocol
design activities performed in WP6. The resultorega in this deliverable will guide the continwati
of the protocol design in WP6 and will give inputs the demonstration activities in WP7,
considering both the validation trials and the datian based evaluation.

Specifically, we specify the communication requiesits in the WSN, derived from the interference
constraints in the primary system and motivate dbsign of an original protocol stack. We then
summarize our results on sensor network dimensipnionsidering the requirements of reliable
sensing. The output of sensor network dimensiorsnipe preferable sensor density, which then in
turn is input for the protocol design.

Considering the protocol design, we report differ@pproaches for efficient spectrum measurement
fusion, considering the individual elements of atpcol stack. In this deliverable these protocoks a
discussed independently from each other, howekieset evaluations should then lead to the cross-
layer optimized design performed in the last phthe project. The goal of the deliverable is ttlexi

all information that is required to start this calésystem optimization.

In addition we describe the protocol stack that bl used for system demonstrations. To allow the
demonstration of the validation trials defined in7.D and detailed in D7.2, the Eurecom
OpenAirinterface protocol stack (depicted in delade D7.2) will be adapted and extended, in
particular to play the role of WSN nodes in thedation of the WSN aided Cognitive Radio concept.

1.2 DOCUMENT VERSION SHEET

Version | Date Description, modifications
1.0 07/07/2009| First release
2.0 28/06/2010| Second, updated version answeringc2 review comments

1.3 DOCUMENT ANNEXES

The document annexes A, B and C are confidentiath® Consortium members and to the
Commission Services.
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2 SYSTEM DESCRIPTION AND PROTOCOL REQUIREMENTS

2.1 THE WSN AIDED COGNITIVE RADIO NETWORK

We consider the Sendora reference system definptbjact deliverable 2.1 version 3.0. A cognitive
network in the area of a primary network operatwuld like to use the spectrum left unused by the
primary system. It is allowed to do that if it cansure that the quality of service degradatiorhe t
primary system will be limited. To achieve thisetltognitive network aims at controlling its
transmission characteristics, for example, useddalth and transmission power. This cognitive
control is based on spectrum availability inforroaticollected from the area where the secondary
transmission could cause interference. The specanaitability information is provided by spectrum
sensors. The spectrum sensors may be deployedisosgecific reason and then they form a fixed
wireless sensor network (WSN), or can be implenteitehe secondary units, in this case they form
an ad-hoc network. In both cases the cooperatieisida of a set of sensors is required for reliable
spectrum sensing, and therefore two issues hake taldressed: what is the necessary density of the
sensor network to achieve reliable sensing, and priadocol design fits this specific task.

Primary Network

Cognitive Network

on «

availability

Wireless
Sensor
Network

reports on
spectrum
avajlability

Figure 1: Wireless sensor network aided cognitiveadio
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2.2 SYSTEM REQUIREMENTS

The communication protocol design is driven by tequirements of the application, that is, the
cooperative spectrum sensing that will support adbgnitive operation in the secondary networks.
Therefore, to define the quality of service reqguieats in the fixed or ad-hoc wireless sensor nedsvor
we have to start with the requirements of the pryntechnologies.

Project deliverable D2.1 summarizes these qualitystraints for possible primary technologies,
including WiFi wireless LANs, UMTS/HSPA cellular roibe networks, LTE based cellular mobile

networks and digital television. The quality coasits include maximum response time, maximum
outage probability, acceptable level of interfeesnmaximum transmission power, signal bandwidth
and signal detection threshold.

These constraints are to be considered by differeghitive radio functionalities such as sensing,

interference management and information transmissithat is, protocol design. Specifically:

- Maximum response time: limits the time available $ensing, the fusion of sensing information
and the transmission of sensing control information

— Detection threshold and transmission power: togetledines the communication radius of the
primary system and directly controls the interfeemanagement functionality. It also defines the
area of possible interference and therefore tha afesensing information fusion. This in turn
affects the communication protocol design.

— Acceptable level of interference: affects the if@@nce management, but also the granularity of
the sensing information the wireless sensor netwaskto collect — that is, the network load.

— Outage probability: limits the response time aralgobability of interference over the acceptable
level. Affects the performance requirement of semén terms of accuracy and sensing time, and
the communication protocols, through response tilffiects also the interference control — since
only scheduled transmissions can cause outage iév&sme primary signals have not been
detected.

Based on the above constraints we can define pesfoze measures for network dimensioning and
protocol design. The performance measures thatcthireaffect the primary performance is
interference probabilittandresponse timeThe interference probability depends on the digriased
detection probability and on thesecondary network loadvhile the response time depends on the
communication and sensing delayde missed detection probability depends orgthaularity of the
collected information Communication delays depend on the communicatatterns and protocol
stacks and on the amount of information to be ct#lé from each sensor, that is, on the information
granularity. More data to transmit usually meangda delays in the considered limited bandwidth
scenario.

From the secondary network point of view the periance measure is the utilization of the free
frequency resources. This depends on the sensimg 4 the secondary users are not allowed to
transmit during spectrum sensing, and on the congation delays, since no secondary users are
allowed to transmit until a decision is made, amdtlee probability of false alarmthat is, on the
probability that a channel is detected occupiedilentt is actually free. Again the false alarm
probability is a function of the sensing time ahd information granularity.

Finally, the goal of the communication protocoligass to maximize the utilization of the secondar
network, given that primary system constraints hold
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The first question we have to investigate is whethésting communication protocol stacks well suit
our scenario. In that case all we need is to dettignapplication protocol, that is, the message
exchanges:

— between the secondary units and the WSN fordbaitive control,

— and within the WSN for cooperative sensing.

2.3 COMMUNICATION PATTERNS AND PROTOCOL OBJECTIVES

The protocol objectives are directly related toecbenmunication needs of the application. In ouecas
the application is the sensing information fusiomssist cognitive radio operation. Therefore the
application consists of information exchange betwibe secondary units and the sensor network to
request and assign available frequencies and wiitkisensor network to define the set of available
frequencies.

Reactive and proactive communication

We use the term reactive sensing if these two camuation flows are coordinated and the terms
proactive sensing if they are not coordinated, thé collection of sensed information runs
independently from the secondary requests. Bothb&ikconsidered in the protocol design reported in
Section 4.

Centralized and decentralized sensing

We can talk about centralized and decentralizedisgrdepending on the existence of a central unit
that collects spectrum measurements and assignsefneies to use in the cognitive network. We use
the termfusion centrdor this central unit. If spectrum sensing is peried by the secondary units the
cluster head of the secondary network acts asrfusémtre for that ad-hoc network. Then an upper
level entity might be necessary to coordinate aalidate the frequency assignments done by the
cluster heads.

In a fully decentralized solution the secondaryt @asks the nearby sensor for free frequencies (or
collects all necessary information itself in theeaf the ad-hoc scenario). In the middle we cdinele
clustered solutions where information is fused llgcand exchanged among these units.

Information exchange between the secondary units arthe sensor network

The information exchange between the secondarg anid the sensor network is defined by WP4 in
deliverable D4.2. The information flow graphs weieo reported in D7.2 at the description of the
demonstration scenario.

Figure 2 repeats some of the scenarios to easentterstanding. The above figures do not show the
information exchange within the WSN, that is, dletmessages that are necessary to provide
frequency availability information to the fusiomntes (FC).
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Figure 2: Centralized control with proactive and reactive sensing

Characterization of protocol requirements

The main goal of our protocol design work is toidefthe optimal communication patterns that fulfil
the requirements of the application.

Let us collect the main characteristics of therttisted sensing application:

Amount of information to be transmitted: sensorstlie area of possible interference have to
report spectrum availability information periodigaland over a larger set of frequencies. That can
mean a couple of bytes even in every 10ms per sefse amount of raw data to be transmitted is
rather high, at least compared to the estimatedasla transmission rate of the shared medium
which is in the range of 10kbps.

Transmission delay: the delay of information fuséand the transmission of control information to
the secondary unit should be in the ms range fib fiaé response time constraints of the primary
units and still achieve an acceptable level of dognnetwork utilization.

Information locality: there are two levels of loitalin the considered system. For distributed
sensing, measurements of nearby sensors have d¢onséered, while for cognitive actuation,
distributed decisions from the possible interfeeeregion has to be taken into account.
Measurement correlation: measurement informatiameafby sensors is expected to be correlated.
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— Spectrum sensing itself consumes significant eneayyd as a consequence, the energy
consumption of transmission protocols is not cagrgd as a priority, even if it shall be optimised
when possible.

— Spectrum sensing over a large set of frequenciasc@mmplicated tasks and spectrum sensors are
expected to be expensive.

Considering the above characteristics we can cdedlat our application is:

- not a typical wireless mesh application (WiMax),iethis optimized to carry point-to-point
transmissions;

- not a typical personal area network, like Bluetpsthce transmission distances are higher.

Our scenario is closest to a sensor network apjgitaas a large number of nodes cooperate to
perform a given task. However, it is not like tigpital sensor network applications considered & th
literature and for standardisation activities (IEBB2.15.4 and Zigbee). First of all, transmission
energy is not a main issue, since sensing conshigbsamount of energy anyway. Therefore, the
sensor nodes do not need to follow a sleep/awakedsdte. Then, a dedicated, though low bitrate
channel will be used for information fusion, andt miee ISM band, which changes the required
physical layer functionalities. Finally, since tdelay requirements are low and the expected data
traffic is high, medium access control and routirage to be optimized for the exact traffic pattiern
the network.

Therefore we claim that the design of a dedicatedopol is necessary to satisfy the needs of the
spectrum sensing application. The protocol sho@dable to fuse periodically generated messages
with low transmission delays. To relax the highuiegments on the protocol, we can take into account
thati) the measurement data has localized importancéandarby measurements can be correlated
due to the features of the measured phenomena @atial). Therefore, by clever protocol design we
can achieve that only information that is significéor the cognitive operation is fused, decreasing
this way the required transmission rates.
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3 WSN DIMENSIONING FOR SPECTRUM SENSING

In this section we summarize our results on semsdwork dimensioning for sensing quality.
Considering the fixed sensor network that is degdbio assist the cognitive operation we derive the
required network density and the optimal level ehsor cooperation for distributed sensing.
Considering the ad-hoc network scenario where ¢lgsersdary users themselves perform the spectrum
sensing and share this information with each otleevaluate the sensing performance with respect
to the secondary user density and the effect cfisgrailures considering the caused interferemck a
the capacity available for the secondary usersallyinve report some results on distributed sensing
with optimal soft information combining.

We will return to the problem of network dimensiogiin the last period of the project. Using the
mathematical framework already defined we will irpmrate the results of the project on advanced
spectrum sensing techniques and perform the netdionkensioning exercise to consider even the
communication needs, which in turn depend on tbéopol stack.

Previous work in the area of distributed sensingcfignitive operation has mainly been focusing on
the problem of cooperative detection of a singlghhpower primary source, like Digital TV
broadcasters. Authors in [1] analyze how coopegatensing of TV signals reduces the requirements
for single sensors in terms of channel detectimesi and reliability of observations. In [2] and {3k
concluded that cooperative sensing can provide higiability spectrum measurements in fading
environments, where single sensor performancetisacteptable. In [3] a trade-off between the level
of sensor cooperation and delay overhead is alsliest. The signal detection in these papers ischase
on energy detection schemes though lately moreistiqated techniques are introduced as well [4].
Experimental results for single and cooperativessgnwith energy detection are presented in [5].
Authors in [6] study the performance of cooperasessing under hard decision combining and OR
and AND decision rules, while [7] extends the sttmlinclude log-likelihood ratios and weighted hard
combining. A scenario similar to the one in our kvig considered in [8], as it addresses the case
when the secondary system operates on the samelspadle as the primary one. It assumes
collaboration among the secondary nodes and imzaet the node density required for reliable signal
detection. Based on channel budget calculatiomsrtludes that an unrealistically high density of
active secondary users is necessary under realaties of signal attenuation. Interference moaglli

in cognitive networks is addressed in [9] and [Ije authors of [9] propose a way to model the
interference between the primary and cognitive ndtwwhere the interference originates from
imperfect spectrum sensing. They investigate thdetioff between the capacity of the cognitive
network and the interference caused to coexistiigagsy users. The paper assumes that a missed
detection always results in interference and do¢sonsider the interference between the primady an
secondary users as distance-dependent. A recerfeirnce modelling approach that takes the spatial
distribution of the cognitive users into considenatis proposed in [10], where the authors model th
accumulative interference to a primary user in thse of multiple simultaneous cognitive user
transmissions.
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3.1 WSN DIMENSIONING FOR THE CASE OF FIXED DEPLOYED SENSOR
NETWORK AND HARD DECISION COMBINING

First we give an overview on the fixed WSN dimengig problem. The detailed description of the
mathematical model and extensive set of numergsallts are available in [11].

Scenario description

The addressed scenario is depicted on Figure 1piitmary and secondary systems — base stations as
well as end users - are located in the same geloiged@rea. The wireless sensor network (WSN) that
implements the spectrum sensing process is depldgtaiministically according to a regular pattern.
Specifically, we examine the triangular and squmatters. The density of the network is charactdrize
by the distance between two arbitrary adjacent gengminimum distance). For simplicity we
consider only the sensing on a single frequencygban

The cognitive actuation process is as follows. Bensre actively sensing the frequency band
according to a slotted schedule. Each time-slatsstaith a measurement period. Once the local
measurements are taken, the information is tratetiniio a central network entity, called fusion

centre. By combining received local information@cing to the cooperative sensing rules, the fusion
centre updates spectrum occupancy map consistintheofpossible locations of active primary

transmitters. A spectrum map corresponds to aqudati frequency band; a complete spectrum
occupancy map consists of a set of parallel mapscesed with each band that is available for
dynamic spectrum access.

Secondary units wishing to communicate in the a®rsid area first request available frequency bands
from the fusion centre. Based on the frequency mapd possibly knowing or estimating some other

system parameters, like primary transmission poavet channel gain, the fusion centre allocates
frequencies and transmission powers for secondseysusuch that the interference at the primary
receiver will be kept below the value specified fbe given primary system technology. These

frequency and power allocations are valid for ametslot and are refreshed periodically. The period

of the updates is defined by the primary systemrfatence constraints. Since primary transmissions
are not synchronized with the secondary ones, vah@mmary node starts to transmit, its transmission
may interfere with a secondary transmission cdyeacheduled for that period.

We assume that the WSN can use a narrow licengegidncy band to set up a common control
channel (CCC) for communication among the sensalesoas specified in deliverable D2.1. All
communication from and to the secondary unit, tr&oin centre, and the sensors use this band. We
recall that the reason for choosing a licensed band ensure the reliable and fast transmission of
sensing information.

In this report we assume that sensors perform gnadgtection. Each sensor makes a "yes" or "no"
(binary) decision about the existence of the sigbated on the energy collected during the
measurement period. Cooperative decision is mad®imbining these decisions. Sensor cooperation
is implemented based on the gendralut-of-nrule, implying that for a positive conclusion redjiag
spectrum occupancy at ledsbut of a total ofn collaborating sensors must provide positive local
decisions. AND and OR decision policies are spemaskes of the generilout-ofn rule. Thek-out-
of-n rule in our case is implemented in the fusion ieerthe fusion centre considers all group# of
collaborating sensors and derives a collaboratdeesion for each of these group of nodes. The
outcomes of all these decisions constitute thetsgmaaccupancy map.
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Cooperative sensing and level of cooperation

Because of signal attenuation due to path-lossrelceived signal power collected at an energy
detector decreases as the distance between thegdasgice and the primary transmitter increases. |
addition, due to multi-path fading and shadowingm¥mena the stochastic properties of the received
signal power make it harder to distinguish fromKamound noise power. For a given energy threshold
the probability of detection can therefore be descr as a decreasing function of spatial distamce a
noise and fading variances. This implies that as@enan significantly contribute to the cooperative
decision only if its distance from the primary tsamitter is low. At the same time the diversity gafn
cooperative sensing decreases if sensing nodegeareclose to each other and their measurements
become correlated.

To reflect the dependency on the distance of thregsy transmitter and the sensing nodes we define
the set of sensors that are in the same distaogedrpoint in space diers. For example, if the sensor
network forms a triangular grid, we pick the cemtfea triangle, and define the tiers around it. As
shown on Figure 3 there will be three sensorsaerfitist tier, three in the second, six in the thett.

m first tier ©® second tier & third tier A fourth tier
@ Signaldetected

<~ Signal not detected

[§
=

Figure 3: Sensor tiers of cooperative sensing

System model

We consider the pair of basic performance metricevaluate the detection performance of the
wireless sensor network. The probability of misdetection expresses the probability that an active
primary user could not be detected by the sendwrank within a sensing interval. The probability of
false alarm defines the probability that while mimary transmitter is active the system makes a
positive decision. These metrics, as functions e particular system design principles and
parameters, like decision rules, network densitgignal detection times, provide quantitative resul
on the interference on the primary system andhtaughput of the secondary system.

Page 12/66



Project: SENDORA | Deliv. ref.: b2 _
EC contract: 216076 Deliv. title: Network dimensioning and protocolsiign
Deliv. version: 2.0
Submission date: 28/06/2010

The probability of false alarm at an arbitrary sermdepends on the selected detection time as well a
on its radio environment in the absence of pringignals, i.e. the noise power. The probability of
missed detection, however, depends on the locatfotine primary transmitter as well. Since the
sensing performance of the WSN depends on the pritrensmitter location, we could consider the
average sensing performance, or the worst caséngepsrformance, or even some more detailed
statistics. Since interference limits have to bédheven when the primary transmitter stays in an
unfortunate physical location, we decide to model avaluate the worst case sensing performance,
that is, when the location dependent missed deteptiobability is the highest.

We consider OR decision rule for the cooperativeigsien. In this case the missed detection
probability is the highest when the distances betwthe primary transmitter and the sensors ofra tie
are jointly maximized. This is the case when thepdigetical primary user lies at the centre of the
first-tier-triangle.

Sensing performance based on energy detectiotdasixely studied in the literature. In our propbse
scheme the sensors are sampling within a band tefest for a given sensing period. Energy
estimation is formed by squaring and integrating tbceived samples within this time period. The
measurement is compared to a pre-selected enengghtiid and a hard (binary) decision is formed.
Increasing the decision threshold increases theedisletection probability and decreases the false
alarm probability, while decreasing the decisiarshold has opposite effects.

A simple power model is considered to model thenaigoropagation at the radio link between a
primary transmitter and a sensor. We also consin®@ll-scale Rayleigh fading as well as log-normal
shadowing for the received signals at the sensoags: Additive white Gaussian noise is considered
to account for the background noise at the recetvensidering fixed or slowly moving users for the
primary network, and allowing other objects, i.esgible scatterers, to move at a speed of up to 10
m/s, the channel coherence time is in the ordds ofs. Therefore within a sensing interval we can
consider the channel as slowly fading, which mahasfor a sensing interval we can assume the same
fading gain.

The correlation distance of the small scale fadim the order of tens of wavelengths. For carrier
frequencies around 2GHz the wavelengths are irotter of 15 cm. The correlation distance of the
shadowing attenuation depends on the considergohgation scenario. For urban or dense-urban
scenarios the correlation distance of the shadowiferts is in the range of 5 and 50 meters. For
simplicity we assume that minimum sensor distarareslarger than 50 meters, which means that
sensor observations can be considered independEntvill evaluate this assumption based on the
numerical results.

Numerical results

Now we give some representative numerical resuitdhe probabilities of false alarm and missed
detection with respect to WSN density and for défe levels of sensor cooperation (corresponding to
different numbers of participating tiers). We calesi OR decision rules and worst case performance
for missed detection probability. The evaluation cenducted based on two different primary
technologies: WLANs and 3GPP Long Term Evolutiolua systems. Both systems employ OFDM
modulation with, however, different transmissionvgo, coverage ranges, operating frequencies and
interference constraints.

Table 1 lists the parameter setup for the perfoomasvaluation. Two different sets of parameters are

to be used for the two different case studies. Widgh of the sensing band is set to 200kHz, tovallo
for cognitive operation within OFDM sub-bands.
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Case Study WLAN 3GPP LTE
Signal Bandwidth 20MHz (all channels) 5MHz
Signal Power 15dBm 24dBm
Path Loss 4.5 4
Shadowing (mean, variance) 0dBm, 10dB 0dBm,5dB
AWGN Power -96dBm -96dBm
Mis. Detection Probability 10 10°
Sensing Time 0.25msec iec
Sensed Band Size 200kHz 200kHz
Signal Power in Sensed Band -5dBm 4dBm

Table 1: List of parameters in the considered casgtudies

We start to evaluate the performance of sensingemdion by evaluating the missed detection
probability and false alarm probability tradeoff the function of the sensor cooperation. While, as
discussed in D7.2, the limit on the missed detactwobability is given by regulations, the
investigation of the tradeoff is necessary to keecbst of the strict interference limits.

Figure 4 presents the results for the first casdyswhere the primary technology is an 802.11x
WLAN. First it shows the worst case missed detectiod false alarm probability pairs for 55m sensor
distance. On one curve, the missed detection dsel &arm probability values are tuned by changing
the detection threshold value at the single sengsghe figure shows, the detection performance
improves with the number of cooperating sensorstielp to a certain point, where no further
improvement is possible with increasing the numiferooperating sensors. Increasing the number of
sensor tiers that contribute to the decision podecreases the missed detection probability, since
more information is aggregated into the cooperalieeision. The reliability of the added information
however, decreases with the distance from the pyirtransmitter. At the same time, keeping the
decision threshold constant, the probability oéablarm increases continuously as more and more
sensors are added to perform the cooperative daciSherefore, there is an optimum of the number
of sensor tiers that should be included in thegilegiprocess. In Figure 4.a five tiers achievehibst
performance for all considered decision threshelel.

10°
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Figure 4: a) Sensing performance for various levelsf cooperation and b) false alarm probability as a
function of network density. WLAN case study.

In the following we keep the missed detection philiig constant — since that is controlled by
primary system regulations — and evaluate howdlsefalarm probability depends on the sensing time
and the WSN density. In Figure 4.b we compare tbbability of false alarm with respect to network
density for different missed detection probabiitiand channel detection times. The inter sensor
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distance needs to be around 50 meters to keepdbalplity of false alarm around 1-5%. This density
should be feasible for WLAN primary systems.

Figure 5 depicts the numerical results for the LcESe study. The detection of LTE signals could be
considered to be an easier task, compared to thANMtase scenario, due to higher transmission
powers of primary signals. The more strict detectonstraints, however, as well as a difference in
missed detection probability constraint of abootders of magnitude result in a quite similar reggi
sensor network density. A larger inter-sensor distas allowed but it is clearly of the same oroer
magnitude. Since this density seems to be quith, kg future work we will investigate ways of
decreasing this density requirement, by more stipated sensing solutions or by substituting the
hard decision combining with optimised soft deaist@mbining for distributed spectrum sensing.
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Figure 5: Probability of false alarm as a functionof network density. LTE case study.

Finally, we conclude that our assumption that shanigp does not introduce correlation among the
observations of the nearby sensors holds, sincenthenum sensor distance is over 50m in both
scenarios.

Above we investigated the WSN density requirementssidering the sensing performance measures
probability of false alarm and probability of migdsdetection. Note however, that other performance
requirements may necessitate higher densitiest, firs way distributed sensing is performed also
affects the accuracy of primary transmitter loalian. By increasing the number of cooperatingstier
the spatial accuracy of the transmitter localizatidecreases, which may lead to lower spatial
frequency reuse. (E.g., on Figure 3, and consigesingle tier cooperation and OR decision, the
primary transmitter can be anywhere in the shaded.pTo keep the detection performance at high
spatial granularity, the density of the sensor oetwmnay have to be increased. Second, since the
bandwidth of the common control channel is fixedhler network density may be required to achieve
the transmission rates required for spectrum measemt fusion. Network nodes in this case may be
of different types: some of them performing spettrsensing, others only forwarding measurement
information.

On the other side, lower sensor density can befalbyp@chieved by advanced sensing solutions and
sensor cooperation based on soft decision combining
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3.2 WSN DIMENSIONING IN THE AD-HOC SENSOR NETWORK C ASE WITH
HARD DECISION COMBINING

Now let us consider the case when the secondarg tlsemselves perform the spectrum sensing and
share this information with each other to improgeesing quality by cooperative sensing. Clearly, the
random location of the secondary users will malee dboperative sensing less reliable — even when
there are many secondary users in the area theirearpositions may lead to low sensing quality in
some areas. For the same reason some of the mmasisemay be correlated, decreasing the
efficiency of distributed sensing this way. Our ggao express this decreased efficiency compared
the fixed WSN case by comparing achievable falsemaland missed detection probabilities under
similar network densities.

In this ad-hoc scenario however, low secondary deesity means low secondary load as well, that is,
when there are very few users in the area thegisgmmay be of low quality, but they will use oy
small part of the bandwidth that is detected fraberefore, the interference caused to the secgndar
system will not be necessarily high. We investighteinterference — secondary user density trafle-of
by adopting a simple interference and cognitiveuaibbn model and by optimizing the system
parameters to achieve maximum cognitive capacitieutimited interference probability.

The detailed scenario description, the evaluatibsemsing performance in the ad-hoc case and the

evaluation of achievable cognitive capacity in #tbhoc network is presented in the confidential
Annex A.
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3.3 WSN DIMENSIONING WITH SOFT COMBINING DECISION

The soft combining technique, in contrast to itsdheounterpart, takes measurements from several
nodes, combines them, and then takes a decisidheoresulting combination. As we have seen, the
hard decision method takes decisions locally amuh ttihe local decisions are combined to give a
global and final decision. Given thaf Mpresents the local aggregate at theeinsor, a hard decision
strategy would directly compare the latter to @s$holdA; and accordingly decide whether the band is
occupied or not. Soft combining, however, aggregateasurements themselves from several sensor
nodes through a centralized [19] or a distributpdra@ach [20]. Since the information loss is less in
this case, a better global decision can be achieved

The literature suggests the log likelihood ratist t@.LR) as an optimal decision rule [21]. However,
the complexity in globally attaining the LLR in ardralized algorithm is substantial [22], thus
distributed methods are more desirable. Howevestriduted solutions generally require global
information which is usually attainable through gjpghg. One case for example is SNR gossiping
[24]. Another approach is represented in [19], tha¢s not depend on likelihood ratios, but derives
optimal linear weights through setting a centralizenvex optimization problem which we denote as
Linear-Combination (LC) based approach. Furthermanether centralized approach in [24] derives
closed-form weighting factors as function of thedbSNR values.

In this work, we consider the problem of weightsgyeral measurements so as to get the best possible
decision about occupancy. The information is waidhand forwarded through the next hop. The final
decision is taken when the aggregate is comparaitgtghe global thresholdc at the FC. In Figure

6, we show how several measurements are iterataggyegated.

LLR? wi - K
& A
\LoLRi+1 w—l “Yin

i+1 i+ 1

Figure 6: Incremental soft decision combining straggies, left LLR-based and right LC-based

This is also represented in the following equations
A ZJ:?  LLR;  : LLR-based
Yo wit Y : LC-based
wherea is the optimal weighting factor at each no@ad A is the current aggregate.

The details of the work are elaborated in Annex B.

The future work on dimensioning includes a studytba sensing performance with optimal soft
decision combining with respect to WSN density fbe cases of fixed and randomly deployed
networks. Moreover, we will also evaluate thoroyghhe performance based on the latter
methodology but taking into account the quantizatdd samples, and benchmarking it against hard
decision combining. We will take into account sewerssues: (a) sampling time, (b) level
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quantization, which implies different levels of risamission power budgets (c) detection probability,
(d) false-alarm probability, and (e) different candtion strategies.
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4 PROTOCOL DESIGN

4.1 WIRELESS SENSOR NETWORK ARCHITECTURE

In this section we identify several possible chsider the sensor network architecture and the
consequent protocol stack design. The choice pkaific architecture among the ones described here,
is heavily dependent on the characteristics of @nnand secondary networks, in particular on nedati
sizes of the area of service of the networks amdctiwverage radius of the transmitters. Since the
SENDORA project is not targeted at a specific tgpesecondary network, we choose to investigate
different architectures suitable for different saeos.

In the following, we consider a fixed wireless sangetwork. Part of our discussion and results,
however, can be extended to the ad-hoc nomadi@doems long as the network topology does not
change quite often. The main differences betweerathhoc case and the WSN case reside in all the
iIssues related to energy consumption, in a lowetrobover the sensing granularity, and the need fo
sensor localization and topology control.

We first study the system wide behavior to identtfye sensor network functionalities and
communication patterns. We will then discuss défegrprotocol stack alternatives for the different
scenarios.

In a WSN aided Cognitive Radio scenario, the gb#h® sensor network is to deliver to the secondary
network suitable information on frequencies avdddior transmission. This information, in turn, is
obtained through the elaboration, on behalf ofgbesor network, of data coming from the sensors
about the spectrum occupancy from the primarynBed, network(s) in the frequency, time, and
space domains. Before describing the sensor netargtitectures we will consider, let us make some
remarks on important factors that have an impad¢hersensor network design.

As said in Section 2, the system response timeis@al system parameter, i.e. it is important thea
information delivered to the secondary network @ outdated. Needless to say, the sensor network
architecture has a strong impact on the systenonsgptime: the flow of information inside the sanso
network, from the sensors to the entity in char§ehe decision on the frequency assignment,
introduces an inevitable delay. Interestingly, ¢haare two fundamental parameters of the
secondary networkthat affect the entity of this delay, and hence ddve towards a specific choice
of the sensor network architecture. The first anthe transmission range of secondary usershee. t
transmit power, the second is the size of the afdhe cognitive operation, i.e. the area over Wwhic
the sensor network offers its service to one, aremgecondary networks.

The transmission range of secondary usersnpacts on the delay because it determines tlediz
the possible interference region of secondary udessce the number of sensors involved in the
decision process: a higher number of sensors, foorstrained WSN system bandwidth, means a
higher delay in delivering local information to thatity in charge of fusing the data. T$iee of the
service area of the secondary networkmpacts on the delay because in an extended régioay
happen that the entity in charge of processing#msors data is located far from the secondary user
which is the destination of the decision, in whigse the message should be routed to the destinatio
through a multi-hop pattern, thus increasing delay.
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We will consider two different network configurati®, centralized and clustered. In the centralized
case centralized a single, network wide fusiontree(FC) controls the sensor network, collects
measurements and interacts with secondary useiise ldlustered case the sensors network is divided
into clusters and each controlled by a local fusientre named cluster head (CH). Each CH controls
the sensing of the local sensors and is respongilftequency assignment within the cluster. Tist fi
solution can be seen as a good candidate eithen treeservice area of the secondary network is
small and each secondary user can be reached HyCheith one or few hops, or when the delay
requirements are not so strict. The clustered tactiire is instead preferable when the secondary
network operates over an extended area and the mejairements are more stringent.

In each configuration we can consider a proactaesion, whereby sensing is run periodically by all
nodes in the networks and a reactive version wlyesehsing is run on demand when secondary users
ask for frequency in a given area.

Centralized Solution — Fusion Centre

In these scenarios the fusion centre collects #msisg information from the sensors. SUs interact
with the fusion centre for frequency requests.

Proactive Case

In the proactive case sensing is carried out pieddigl by all sensors in the network. The sensing
decisions are periodically diffused to the fusia@nite which, as a consequence, has a complete
frequency availability map of the area. The SUseng the sensing area contact the fusion centfe an
ask for available frequency in their transmissiegion. The fusion centre assigns to the SUs availab
frequencies according to some criteria. The freqgigsnassigned to the SUs are updated over time.
Updates may occur on a periodic bases or beingtditteither by primary users activity which may
occupy frequency assigned to the SUs or, by SUsment to another region in the area.

Reactive Case

In the reactive case sensors do not sense theusding spectrum unless so required by the fusion
centre. The SUs entering the sensing area cah@dtision centre and ask for available frequency i
their region. In response to this request, theofugientre activates sensors. The sensors which are
activated are those which cover the area of pater8lJ transmission. As sensors send their
measurements, the fusion centre determines a Eufta@lguency/bandwidth which is assigned to the
requesting SU. The frequency assignments are updnter time to reflect time varying condition
either in the primary and /or secondary user aiivi

Clustered Solution — Cluster Heads

In these scenarios the area is divided in cluskersach cluster a node takes the role of CluseadH
(CH) and acts a local fusion centre. A global fasmentre may still be present with the role of
collecting and storing spectrum information frone t&8H over time but with no active role with
respect to sensor activation and frequency assignme

CHs make the frequency assignments for the SUsatledbcated in their clusters. It is worth poigtin
out that the clustered solution gives rise to ttoblem of distributed channel assignment, i.ehdud

be avoided that the same channel is allocated t® iSUhearby cluster that can interfere with the
respective receivers. This contention might be exblen the cognitive control level, that is, letting
CHs exchange spectrum availability and assignnmedatrnation, or within the medium access control
of the secondary network.
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As it will be clear in the section devoted to thescription of the protocol stack functionalities,the
clustered network configuration there maytbheee different behaviors of sensors and cluster heads t
sense the spectrum, collect and process the datalit@r the desired information to the secondary
users:

Proactive behavior

In the proactive case sensing is carried out pmadg by all sensors in the network, possibly

employing a cooperative sensing algorithm at tlealldevel. The sensing decisions are periodically
diffused to the CHs which have complete frequengilability map of the associated cluster. CHs

may also exchange their frequency availability mégh neighboring CHs. A SU entering the sensing
area contacts the closest CH, i.e., the CH of lilnger the SU is in. The CH cooperates with the CHs
whose cluster overlaps with the SU transmissiomgeaiollects the information from those cluster
heads and combines with its own data to providenaptete map and responds to the SU.

Hybrid proactive-reactive behavior

In the hybrid case, the low level sensing operatiam particular those related to cooperative sgnsi
are performed in a proactive way. In other wordache sensor interacts with its neighbors
continuously, to achieve better performance o$jitsctrum occupancy estimation/decision capability,
but keeps the result of this collaboration stowilly. When a CH receives a request for bandwidth
from a secondary network or from another CH, itexik the sensing information locally stored at the
sensors from of its cluster. Sensors then sendupltiates of the sensing information periodically
during the time of secondary activity.

Reactive behavior

In the reactive case sensors do not sense theusding spectrum unless so required by the cluster
heads. The SUs entering the sensing area contacidhest CH and ask for available frequency in
their region. In response to this request, the Civates sensors in its cluster and contacts thebye
CH whose cluster overlaps with the SU transmissiamge, which will themselves activate their
sensor as needed. Each sensor collects informabaom its neighbors and performs a cooperative
sensing. The CH collects the results of coopera@resing from the sensors in the cluster and frem t
nearby CHs to provide a complete map and respomdbe SU. The frequency assignments are
updated over time to reflect time varying condifiagither in the primary and /or secondary users
activities.

From the above description we can recognize thlas@narios are characterized by the same
functionalities and communication patterns, as warsarize below:

1. Secondary users contact the closest CH or #ierficentre asking for an available frequency. The
CH (or fusion centre) sends a response.

2. Sensors sense and generate local estimatesmidegxchange information with nearby nodes to
perform cooperative sensing estimation/decision.

3. Estimates/decisions are transmitted from the@srto the respective CH or to the fusion centre.
4. CHs communicate with nearby CHSs to request/msptuster frequency availability maps.

We detail each of these functionalities in the re=dtions.
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4.2 SYSTEM FUNCTIONALITIES

In the following, we give a brief description ofetimain functionalities of all the entities involved

the process of obtaining one, or a set of avail&dgiguency bands for secondary users to transmit.
This description is general in the sense thatsttd all the considered network configurationshesi
centralized or clustered, and proactive or reactive The key players in the process are: the
secondary unit that makes the request for charvadlahility, the sensor nodes and the WSN entities
responsible for data fusion and transmissionthecluster heads (CHSs) or the fusion centre (FC).
Figure 7 gives a sketch of the involved entitiés; figure refers to the clustered architecturenauild
apply to the centralized case with minor modifigatiIn the figure, the secondary unit is the white
box, at the centre of a circular region that intisathe interference region. The red octagoness th
WSN unit responsible of the final data fusion (eftkC or CH) and that interfaces with the secondary
unit. The blue circles are the sensors, and thedighows the local interaction which is perforrmed

a distributed way to refine the spectrum estimdexssions. The figure shows a set of sensors
performing locally distributed sensing at the borolethe clusters: this anticipates, as we willafdse
later, that at this level the clusters don't playke. This is to ensure that even the sensotseabdrder

of each cluster can benefit from the whole coopmmabf nearby nodes, even those located in a
different neighboring cluster.

Figure 7: Network entities in the clustered architeture

Secondary Units Behavior

The secondary units contact the fusion centre Her@Hs) for frequency requests. The information
provided with the request varies with the secondafwork communications characteristics. For
instance, assuming the secondary users have armlioeastional antenna the requests should include
secondary unit location (if available), and thensmait power (or the distance) which provides the
information about the secondary user radio footprin case of directional antennas, additional
information as the position of the secondary reme{if available) and/or the angle of transmission
should be also included.
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Following the request, the secondary unit waitstfar fusion centre (or cluster head) response with
the assigned frequency. These frequency allocaiessages are periodically received with updated
channel assignment (or they can be elected by #wenslary user itself) until the secondary

disconnects himself. This functionality requireg tiefinition of an interface between the cognitive

radio network and the sensor network. As explaineSlection 2, the protocols defining this interface

will be developed in D4.2 of the SENDORA projecth8Y is important to emphasize is that the

secondary units communicate the location of thesmrtter and its transmit power, or an equivalent
information through this interface.

We point out that the secondary unit may not cdi@avith the secondary transmitter that needs to use
the spectrum, for example, the cognitive networkldde made of wireless users connected to a base
station, and the base station plays the role ok#m®ndary unit communicating with the WSN FC or
CH, but providing the data of the mobile user theg¢ds the band. Since the design of the cognitive
network is outside the scope of the project, whattens here is that we assume that there is a
secondary unit which is able to reach a clusted loea fusion centre.

Sensors Behavior

Each node of the WSN senses the spectrum localbetf frequencies is sensed, local estimates are
generated for all frequencies, according to theifipesensing algorithm: this can be as simple 6tk
decision or some more elaborate as a probabil#tlyildution. This vector of local estimates/decision

is available for distributed sensing. The set efjirencies as well as the width of the bands isme
parameter that has to be selected. If we follow BERA D2.1 specifications, we can choose to sense
narrow bands of 200kHz.

Collaborative Spectrum Sensing

In many scenarios, as in the case described inoBegtl, the spectrum sensing algorithm requires th
exchange of information among nodes. Sensor cobperean be performed at each sensor, during
sensing information fusion, or after the sensirigrimation fusion, at the FC or at a CH.

In the first case sensor nodes exchange informatitmtheir nearby nodes based on tlo®peration
radius (Rc). Rc is the number of sensor tiers that thedenaill exchange sensing information with in
order to make a more reliable spectrum decisioRclfs 1, the node will only exchange information
with the first tier (one hop neighbors) as showikigure 3. If Rc is 2, the node will exchange segsi
information with the nodes in the first and secaeds, that is with one hop and two hop neighbors.
The collected information can be local estimatelawal binary decision. After collecting this
information, each sensor generates a global edirfat all sensed frequencies, based on some
cooperation rule, which again can have binary outsoor something more sophisticated, By the end
of the process the vector of global estimatesaslyd¢o be transmitted to the fusion centre or elust
head.

Cooperative sensing can be performed during theegggion process. In this case an aggregation tree
is built to the FC or the CH. Sensors on the aggieq tree receive partial global decisions from th
children nodes, combine it with their own localimstte and forward to the parent node. The global
decision is finalized at the root of the aggregatiwree, the FC or the CH.

It is also possible to omit this step and constthet map directly at the fusion centre or the eust

head. The sensors send their local estimate torfusentre (or CH) which builds the frequency map
based on the gathered data and the nodes posittording the collaborative sensing algorithm.
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Sensor Estimate/Decision Dissemination

Sensor estimates/decisions need to be propagatédetdusion centre (or CH). If the spectrum
decisions are carried out locally by the sensasgrformation propagated to the fusion centre (dj C
is the decision itself. Otherwise, the sensor sehedocal estimates to the fusion centre whicmthe
carries out the decision step itself.

4.3 PROTOCOL STACK AND CONTROL FUNCTIONS

In this section we describe the protocol stacktfe Sendora WSN. We consider the networking
functions required for the fixed regular sensorwmek and for the ad-hoc case when sensors
(embedded in the secondary units) are randomlyedland their location and density may change
infrequently. We start with a brief summary of ttypical protocol layers functionality depicted
below.

Sensor Application
> <
Network

L vy
’ ) Routin
______ LLC .. -
§ MAC ) | Localization

PHY [S\mchronization

Figure 8: WSN protocol stack and control functions
Physical Layer (PHY)
An indicative set of functions that manipulate ffemsed information are shown on Figure 9.

The information source outputs bits in a continustteam or in packets. After source coding,
encryption in the higher layers follow physical éayunctions as channel coding and the mapping of
bits into symbols belonging to a constellation. lEgymbol of the constellation corresponds to a
transmit waveform, or pulse. Then the pulse is natdd at RF and enters the transmission chain,
power amplifiers, filters, and the antenna. Attbeeiver side, the inverse operations are performed

For robust transmission the Physical layer hastddsigned in close relation with the MAC layer in
the sense that the wireless medium is shared adiffegent users, in our case sensor nodes and other
WSN elements, and with the Data Link Layer, wheseies related to the recovery of packet errors are
handled.

The modulation technique selected in the physegi is strictly dependent on the available system
bandwidth. In particular, for a given channel cemee bandwidth we will assume that if the system
bandwidth is greater than the coherence bandwikdéhYWSN will use a multicarrier modulation (e.g.
OFDM). For a narrowband assumption (which is thénnaasumption in the project), instead, we will
resort to QAM or BPSK modulation. At the level betSendora Wireless Sensor Network simulation
environment, the activity on physical layer issuéls have the scope to develop suitable models of
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performance in the packet reception. Considerirajyéinal modeling we resort to the assumption of
the 10kbit/s control channel as defined in D2.1.
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Figure 9: Functionalities of the lower layers of avireless communication system.
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Data Link Layer

In a sensor network, the two major services whidh Iink layer provides to higher layers are: the
creation of a network infrastructure by establighiotommunications links for hop by hop

communications and, the mechanism for efficientlyars\g the communications resources.
Accordingly, the link layer is divided into the Liagl Link Control (LLC) and the Medium Access

Control (MAC) sublayers.

LLC sublayer

Error control — if any - is carried out by the LLstiblayer (and/or the PHY layer). The most used
techniques are forward error correction (FEC) antdraatic repeat request (ARQ). In FEC, redundant
bits are added to information bits to detect andexd channel-induced errors. In ARQ, on the other
hand, error control is achieved through retrandonissf erroneous data packets. The main distinction
between FEC and ARQ is in the trade-off betweerdilth overhead and packet recovery time.
While FEC can help in quickly recovering from packesses, the bandwidth overhead can be high
especially over virtual links experiencing burstigses. On the other hand, an ARQ based solutidn wil
have a high packet recovery time. In general, FE@rantees better delay performance (no
retransmission) at the cost of less available bafthw(due to the use of redundant code). The two
techniques can also be combined. Hybrid-ARQ is &QAsystem that is implemented together with
FEC, providing improved link performance over ttamial ARQ at the cost of increased

implementation complexity. The simplest versionHBARQ is a simple combination of FEC and

ARQ, where blocks of data, along with a CRC code, @ncoded using an FEC coder before
transmission; retransmission is requested if theodier is unable to correctly decode the received
block. When a retransmitted coded block is receiveds combined with the previously detected

coded block and fed to the input of the FEC decodembining the two received versions of the code
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block improves the chances of correct decodings Te of H-ARQ is often called type | chase
combining. To further improve the reliability oftransmission, type 1l H-ARQ is also used. Unlike in
type | H-ARQ, each (re)transmission is coded d#fety to gain improved performance. Typically,
the code rate is effectively decreased every retnéssion.

Choice of the error control scheme depends on pipdication requirements. In Sendora, given the
tight maximum response time (see Section 2.2), FE@ be preferred to ARQ to ensure timely

delivery of sensing and control information amormgies. ARQ is used for single messages like the
SN bandwidth request.

MAC sublayer

Turning our attention to the MAC sub-layer, there different approaches to channel access, namely
contention based and collision free protocols wétkplicit organization in time/frequency/code
domains. CSMA based protocols as 802.11 are noedalmples of the former approach. The second
approach attempts to determine the network radmmectivity first, i.e. discover the radio neighbors
of each node, and then assign collision-free cHarodinks. The task of assignment of channets, i.
TDMA slots, frequency bands or spread spectrum gottelinks between radio neighbors such that
they do not collide is a hard problem. These metladdthannel access require nodes in the network to
be synchronized with each other at some level (lysa& the slot boundary epochs for TDMA
systems). In these schemes, usually a period igssd for neighbor discovery and TDMA schedule
construction. If a centralized channel assignmégbrithm is to be used, the entire connectivity
information along with any bandwidth requiremerds $pecific links are passed to a single node in
the network for the calculation of a schedule. Undeéstributed assignment nodes exchange
connectivity data in some local neighborhood andveoge to a common scheduling. To ease the
assignment problem a hierarchical structure cafotmeed in the network to localize groups of nodes
and create per group schedules. An extensive swnofaMAC protocols applicable for sensor
networks is given in [28].

Considering the Sendora WSN, it is clear that nodghe sensor network traffic is periodic and is
exchanged among neighboring nodes, with additionalergecast communication to the FC of the
frequency decision or CH to CH message exchange.

Therefore we propose spatial reuse TDMA based MAGtogol for controlling the access to the
single communication channel, as it provides doltifree transmission which efficiently supports
periodic traffic stream. In addition collision basgeriods has to be included for non-periodic mgssa
exchanges. For the fixed, regular WSN scenaridlD®IA schedule is formed at the sensor network
setup. In the ad-hoc case with irregular and sloelgnging topology we need to resort to an
infrastructure building protocol that enables nodes discover their neighbors and establish
transmission/reception schedule. Since perioditidris expected in this case as well, TDMA islstil
preferable. The schedule can be build together thghsensing tree construction rooted at the R, th
CH or at the sensor closest to the secondary mttitel fully distributed case.

Network Layer — Routing

Routing is significantly different from routing irraditional networks due to the inherent
characteristics of sensor networks which range fiack of global addressing, data-centric nature of
applications and the often energy constrained eaifinodes. Many different approaches to routing in
sensor networks have been proposed in the liter§29.

In flat routing all the nodes take the same regpditg in maintaining routing information for
relaying packets. These include the well-knownateé diffusion protocol [32]. The FC requests data
by broadcasting interests. The interest descrildaskarequired to be done by the network. It défus
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through the network hop-by-hop as it is broadcabte@ach node to its neighbors. Each sensor that
receives the interest sets up a gradient towardgsehsor nodes from which it received the interest.
Gradients are then used to forward data from theas to the base station.

In hierarchical or cluster-based routing, nodes aranged in clusters in order to achieve routing
scalability. Cluster heads may have assigned dptsés including data aggregation and fusion.
Hierarchical routing works as a two-layer routingese one layer is used to select and transmit to
cluster heads and the other is to route multi-hepsages between cluster heads.

In location based or geographical routing, sensmmtenpositions are exploited to route data in the
network. Nodes are supposed to know or to estirttad@ positions. Routing is carried out by
forwarding packets to the node (or nodes) towardglestination.

To evaluate the routing requirements in the specttsensing WSN, let us summarize the
communications patterns among nodes. From scedascription, we recognize the following types
of traffic:

» Periodic traffic exchange among neighboring codpagasensing nodes for local cooperative
sensing (up to the cooperation racR3;

* Control message from the fusion centre (or cludtead) to the sensor nodes for
activating/deactivating sensing;

» Periodic diffusion of data from the sensor nodéhofusion centre (or cluster head);

*  Frequency/Bandwidth request from the second user to the fusion centre (or cluster head).

Since efficient routing depends on the level oftdization in the WSN, we discuss the specific
routing solutions in the next section together with detailed description of the centralized arel th
cluster based protocol stack.

Localization

In our application, there are two types of locadlma which are crucial to network operation: segsin
node location and secondary user location. Infaonabn the sensor position is needed to associate
their frequency availability information to the pestive position. The sensor position is also ndede
in cooperative sensing since the relative nodetipaosis required by most algorithms. The secondary
users location is also needed by the fusion ceatpgoperly determine the area potentially intexdst
by the SU transmission. Considering the targetaoerf the project, the sensor and secondary user
positions are static or quasy-static, which makeallzation less challenging.

The goal of localization is to determine the phgbkmoordinates of a node. These coordinates can be
global, meaning they are aligned with some extgrnaleaningful system like GPS, or relative,
meaning that they are an arbitrary “rigid transfation” (rotation, reflection, translation) away fino

the global coordinate system.

In the fixed, regular WSN, the position of the senaodes can be hard coded at the network
deployment. Another immediate solution to the liaesion problem is the Global Positioning System
(GPS). However, we cannot assume in general thaeasor nodes and secondary units are equipped
with a GPS antenna. In this case, nodes need otbans to establish their position. An overview of
state of the art localization techniques and rdlagen issues is presented in [30].The definitibn o
new localization techniques or the effect of laration errors on the system performance is ndten t
main focus of the project. For the performance watidn we will simply assume that an appropriate
localization protocol is in place. Below we discos® possible solution.
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For the localization of the SENDORA secondary ugarsl the spectrum sensors of the secondary
users in the ad-hoc case) we propose a simple béased multilateration approach [31]. In thisecas
some of the sensor nodes, e.g., the cluster heads, periodic beacon packets with well known
power. Ideally, the energy of a radio signal dirsin@s with the square of the distance from the kigna
source. As a result, a node listening to a radingmission should be able to use the strengtheof th
received signal to calculate its position using #ifigorithm described below. At a minimum, three
non-collinear beacon nodes are required to defiglelzal coordinate system in two dimensions. More
signal increases the localization precision. Ircfica, however, ranging measurements contain noise
on the order of several meters. This noise occacause radio propagation tends to be highly non-
uniform in real environments. Physical obstacléece and absorb radio waves. As a result, distance
predictions using signal strength are affectedrbgrevhich could negatively impact SU operation.

Multilateration localization

We now provide a simple algorithm for the multilatigon problem using beacon signals [31].
Multilateration is a simple technique which solwbg following problem, as shown d¥igure 10
givenm nodes with known Cartesian positib;, 7 =1,...,m and possibly noisy range measuremrnts
from the known nodes to an unknown node s, findtbet likely position of s.

Figure 10: Localization of a SU using CHs as beacen

Multilateration is typically done by minimizing theguared error between the observed rangasdr
the predicted distance ||gkb

5 = argmin
EE(=)

™
E(s) = ) (lls = bill =7)?
i=1
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This minimization can be solved iteratively usirte tleast-square Newton-Raphson algorithm as

follows. First approximate the error functigfs. b;) = lls — &1 —7; with the first order Taylor series
expansion abouie :

els,b;) = e(sg. b;) + Velsg, b, )s — 54)
= Vel(sg. D)5 — (—el(sg. b)) + Velsg, b )sg)
—b.
Ve(se b)) = ﬁ

Plugging this approximation in the equation aboneddg:

5 argmin
; z
szglllva'sn.bils—' —el|spb; |+ Vel spb;sg) |

Which can be rewritten as follows:

5 ® argmin||4s — b||?
E
vE‘:Sulbi:'
A = vE':Su_.bz:'
Vea(sy, b,y )
—e(sg. by )+ Veisg, by sq
p = |e(S0,b2)+ Velsg, by )5

_E":Sujhm:' + FE(SD, &m}SD

The quadratic problem above can be solved via atan@ast square solvers. The resulting posgion
is a good estimate of the unknown positr-pnThe summary of the overall algorithm is as fokow

Step 1 Chooss, as a starting point. A good choice is providedh® centroid of the know position
bi,b= L3 b,

Step 2 Compute A and b.

Step 3 Fincs), = argmin, ||As — b||> using a least square solver.

Step 4 If|E(so) — E(s})| < € thens] is the solution. Otherwisisy = s{, and return to step 2.

Synchronization

Time synchronization in networks and computer sgsten general, aims at providing a common time
scale. Since all hardware clocks are imperfectl lologks, they eventually drift away from each athe
over time. However in many applications and netwanitocols a common view of time is required
for correct operations. In wireless sensor netwoskesnsed data need to be associated to a correct
timestamp; otherwise operation as data fusion ogeneral any type of correlation of data from
different nodes cannot be carried out. In additialh,time division multiple access schemes— as
TDMA — require clock synchronization. A possiblelidmn lies again in the use of GPS (which
provides accuracy range from 500 nanoseconds tdlisavond). Without GPS, synchronization can
be achieved in a sensor network using distributgdrithms which differ in terms of performance,
complexity and number of required control mess§gek
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Synchronization can be achieved in different Viayor its simplicity and scalability we use the
Timing-Sync Protocol for Sensor Network [36]. Th@tocol works in two phases:lavel discovery
phaseandsynchronization phas@he aim of the first phase is to create a hiéiaed topology in the
network, where each node is assigned a level. @mdynode is assigned level O, calledrihat node

In the second phase, a node of leivedynchronizes to a node of levell. At the end of the
synchronization phase, all nodes are synchronizedthe root node and the network-wide
synchronization is achieved. In the following wescigbe the solution within SENDORA (which is an
adaptation from [36]) referring to the clusteredution for ease of presentation. Simple adjustments
can be made to for the centralized solution.

Level Discovery Phas@&his phase is run once at the network deploymeginst a node should be
determined as the root node. In Sendora WSN, #ridbe any CH which takes the role of primary CH
to which the other CHs and nodes synchronize toh@f CH has a GPS receiver, the algorithm will
synchronize all nodes to the GPS reference cladig. primary CH is assigned level 0, and initiates
the level discovery phase by broadcastingwel discoverypacket. This packet contains the identity
and level of the sender node. Upon receiving tlaisket, the neighboring CH of the primary CH
assign themselves level 1. Then each level 1 ClHdwasts ¢evel discoverpacket with its level and
identity in the packet. Once a CH is assigned a&lJav discards further incominkgvel discovery
packets. This broadcast chain goes on throughetwonk, and the phase is completed when all CH
are assigned a level.

T2 T3
node B -
/ \ local time
node A -
T1 T4 local time

Figure 11: Two way message exchange between tworpafi nodes (at level i and i-1, respectively)

Synchronization Phas@he basic building block of the synchronizatioragé is the two-way message
exchange between a pair of nodes. Consider a twomressage exchange between nodlesdB as
shown inFigure 11. Nod&\ initiates the synchronization by sendingyachronization pulspacket at
T1 (according to its local clock). This packet ird#gA's level number, and the vallid. B receives
this packet (according to its local clock)T& = T1+A+ d, whereA is the relative clock drift between
the nodes, andis the propagation delay of the pulBaesponds at tim&3 with an acknowledgement
packet, which includes the level number Bfand the valuedl, T2, andT3. Then, nodeA can
calculate the clock drift and propagation delapelsw,

! Both OpenAirinterface topologies require Netwonmé&hronization (NS) at least between adjacent etast
This must be on the order of a few microsecondsedtmechanisms are supported to ensure NS. Fisstly,
secondary synchronization source (e.g. GPS) camsbé as a common time reference by all nodes. 8bgon
one CH (Primary CH) in the network use a speciathyonization signal which has longer range thanrémge

of communication, in order to cover the region wi¢hcommon time reference. This is suitable for smal
networks. Finally the method of distributed relayiof synchronization is possible. This is a metbgdwhich

all nodes propagate a time reference. Nodes swittlveen reception (for timing acquisition and tiagk and
transmission of the reference. This guaranteesrageeof network synchronization over long distancethe
absence of a secondary synchronization source.
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(T2 -T1) — (T4 —-T3) (T2 —T1)+(T4—-T3)
A= - andd = 5
Fa

and synchronize itself to B. The synchronizatioagghis initiated by the root nodélse syngacket.

On receiving this packet, level 1 CHs — and alinaniy CH cluster nodes - initiate a two-way message
exchange with the primary CH. Once they get badpdy from the root node, they adjust their clocks
to the root node. Level 2 CH — along with level B €luster nodes — overhearing some level 1 CH's
communication with the primary CH, initiate a tw@ywmessage exchange with a level 1 CH. This
procedure eventually gets all nodes synchronizekeooot node.

This synchronization procedure should be run pe&aly to ensure proper level of synchronization
among nodes. We leave the computation of the prog@odicity to future work.

4.4 PROTOCOL STACK FOR THE REGULAR SENSOR NETWORK SCENARIO

In the following, we describe the functionalitie§ @ach component of the WSN protocol stack
considering the centralized and the cluster bassgdtacture for the fixed, dedicated spectrum sensi
WSN. We also define which components will be depetbin the project and which ones we will
assume to be existing, e.g. synchronization préépcmde identification, and so on. Finally, we
describe in detail the medium access control foallcooperative sensing support, which is appleabl
to both centralized and cluster based architectures

4.4.1 Centralized architecture specific protocol design

In some operative scenarios it is realistic to khihat the distributed sensing operation for the
identification of spectrum holes is carried ouaaingle node that is called fusion centre. Fongta
when the spectrum occupancy dynamics of primarysuaee relatively slow, e.g. primary users are
TV stations, or the area of cognitive operatiosrigall and the number of secondary users is not that
high. In such cases, the burden of communicatiahprocessing may be light enough to be handled
by a single entity.

In the following we describe a protocol stack framek that identifies the necessary components of
the WSN protocols stack, and provides a platfor@at o discuss in detail the specific protocol
implementations, both here and in the forthcomieljvdrables.

The key network entities involved in the cognitoxele are:

CRN-E: Cognitive Radio Network Entity: this idendi$ the node of the secondary network that
interfaces the secondary wireless sensor networnkarding request for channel availability for lfse
or, possibly, for other nodes of the secondary ogtwFor example, the secondary network can have
base-stations or sink points that collect requalsthannels from secondary users and forward tleem t
the WSN, or it could be each SU that directly ifsees with the WSN.

FC: Fusion Centre: it is the sink node responsdfldandling on one side the spectrum sensing
outcomes of the sensors, and the requests for ehawailability on the other side.

Sensors: the nodes of the sensor network sengpdiotrum and can take decision on spectrum bands
occupancy at the local level. To do this they dateract with neighbors to obtain more reliable
estimations/decisions. The local decisions are fhemarded to the FC for further elaboration either
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proactively or upon specific trigger from the FQgu¥e 12 depicts the information flows among these
entities.

o

b Ad Hoc Network Nodes

communication

> CRN-E
e e !
1 [ 1
' Wireless sensar Network '
! |
I
b hannel Req. for channel Sensors :
: availability availability I
' |
! '
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) | FC | |
! ]
| . .
! Possibly multi-hop '
! {
! ]
! I
! ]
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Figure 12: Centralized architecture. Information flows for the WSN and at the cognitive network-WSN
interface.

We can readily identify three information flows, oaffic types, each of which requires its own
protocol stack. Furthermore, it is clear that arggrcoordination among these three information $low
is required.

The following table specifies the protocols reqditey each one of the above described flows, or
traffic types: the color of the text in the leftlemn reflect the color of the arrows in Figure 12
corresponding to the same flow. In the right coluthe lines in black represent protocols that tal
implement and tested, whereas the grey lines repredements that will be assumed as existing and
working.

IS (Inter-sensor) Protocols

Multiple Access

S2CH (Sensors to ClusterHeads)
Protocols

MAC
Routing

Table 2: Protocols specific for given traffic typesn the centralized configuration

Inter-Senso((1S): Communications and Protocols:

At this layer, inter-sensor communication takescelawith the scope of refining the local
decision/estimate on spectrum occupancy of each €hkse protocols basically implement a
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cooperative sensing algorithm. The only protocal thill be implemented is the MAC protocol. This
MAC protocol is the same for the centralized andstdr based architectures and is described in
Section 4.4.3.

Sensors-to-Fusion Cent(82CH):Communications and protocols:

Local estimates/decisions (as an output of the e@djve sensing algorithm, or as purely local
decisions) are forwarded to the fusion centre fisidn and communication of the available channels
to the CRN-E.

One aspect that deserves attention isRbating of control messageom the fusion center to the
sensor nodes for activating/deactivating sensinghe reactive scenario, the fusion center needs to
activate sensor measurements and collect the gedata from the portion of the network interested
by the secondary user transmissions. To this ending should support efficient mechanism to send
requests/collect data from specific area of thavadt. In this case flooding appears an inefficient
solution since the requests would be broadcast#eetentire networks.

A simple routing solution is represented by geobi@pouting with data scoping. In geographic
routing, sensor nodes are addressed by means iofldbations. Geographic routing protocol use
greedy algorithms to forward packets to the destinawhen one or more closer neighbors to a
destination exist the algorithm picks a next-hopmlen among all neighbors that are close to
destination.

Data scoping under geographic routing, as in GE3R, [provides an efficient way to disseminate a
geographically scoped query/interest by using thenkedge of the destination location and routing a
query/interest directly to the destination regiather than just flooding it everywhere. In this estie

a query is geographically routed to the targetaegDnce inside the region, a simple limited flowgi
with duplicate suppression (or a more sophisticateeme) can be used to flood the packet in the
region. As the queryl/interest is distributed, traeel nodes establish gradients, which will be used
propagate data back.

Above we assumed that the set of sensors provitdimgensing information is known. In Section 4.5
we address the problem of optimizing routing togettith the selection of sensors that should
provide sensing information about a particular aneactive primary user.

CRN-WSNCommunications and protocols:

The fusion centre interacts with the CRN-E to harrgiquests for transmission from secondary users
and to communicate them the available channels ddmmunication requires simple point to point
routing protocols. This communication is addreseed/P4.

4.4.2 Clustered architecture specific protocol design

Figure 13gives a sketch of the nodes functionalities to mhplémented by the protocol stack. The
Cognitive Radio Network Entity (CRNet-E) is the sedary network unit that interfaces directly with
the sensor network, and in particular with the telushead, making its request for frequency
availability.

For the feasibility of the request, it is necesshat the SU knows what CH to contact, i.e. it keow
which cluster of the WSN it is located. To allove tbonnection to a CH, the cluster heads periogicall
send messages with their own I. We assume, tha¢ iseno point in the service area that is not
reached by the beacons coming from at least thfieeesht cluster heads.
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When a cognitive user needs spectrum availabitifgrmation, it detects the CH ID messages and
connects to the CH with the strongest signal. jic! scenarios, this is the CH of the cluster $tue
is located in.

Notice that, in principle, the detection of at leaxluster heads makes it possible to performaaisen

localization of the SU cell within the cluster. Thealization algorithm can be performed either by
the SU, or by the CH upon reception of the SU retjue

P —_—_—_—_————_—_—_——_———_———_———_—_——_—_——_—_—_—_—_———_——_—_——_——
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Channel
availability CH

Figure 13: Clustered architecture: Information flows within the WSN and at the cognitive network-WSN
interface.

When a CR user wants to transmit, the CRN-E (cbelthe SUtx itself) sends a message to the CH of
its cluster, communicating the position (cell) dfet SUtx. Alternatively, it communicates the
information of the signal strength received by baekbone nodes, with the respective ID, in which
case the localization algorithm is performed at @id. Furthermore, the SU communicates the
transmission range it wants to reach. The CH knows the position of the SU, and thanks to the
transmission range information it calculates tHisamvered by the radio footprint of the SU.

If the reactive or hybrid approach is employed, @¢ makes request for spectrum occupation in the
involved cells to the other cluster heads. In thegletely proactive case, the CH could already have
this information. Upon collecting this informatioib,is able to provide the CRN-E with the available
channels.

The table below describes the protocol stack ofcthstered wireless sensor network architecture. In
the right column, the lines in grey mean that wi assume the corresponding protocol as existing,
whereas the other ones will be implemented. Irlgftecolumn, the colors of the text reflects théoco

of the arrows in Figure 13.

IS (Inter-sensor) Protocols
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Multiple Access

S2CH (Sensors to Cluster Heads)
Protocols

MAC
Routing

ICH (Inter-ClusterHead) Protocols

MAC
Routing

Table 3: Protocols specific for given traffic typesn the clustered architecture

Inter-Senso((1S): Communications and Protocols:

At this layer, inter-sensor communication takescelawith the scope of refining the local
decision/estimate on spectrum occupancy of each €hkese protocols basically implement a
cooperative sensing algorithm. The only protocelt twill be implemented is the MAC protocol
described in Section 4.4.3.

Sensors-to-Cluster HeadS2CH):Communications and protocols:

Local estimates/decisions (as an output of the exdjve sensing algorithm, or as purely local
decisions) are forwarded to the cluster headsusioh and communication of the available channels
to the CRN-E. One aspect that deserves attentitimeisouting of control message from the cluster
head to the cluster sensor nodes for activatingtoeding sensing:

In the reactive scenario, the CH needs to actisatesor measurements and collect the sensing data
from the portion of the network interested by tleeondary user transmissions. To this end, routing
should support efficient mechanism to send regleesksct data within its cluster. A simple solution
consists in broadcasting the request (interesthéocluster and then collect the data sent by the
sensors. This is a well known situation in theréitare which can be efficiently handled via direct
diffusion in the area.

Direct diffusion is a data centric routing scheroe Wwireless sensor networks. The CH activates the
sensors and requests data by broadcasting interastest describes a task required to be donbdy
network. Interest diffuses through the cluster bggiop, and is broadcasted by each node to its
neighbors. As the interest is propagated throughioetcluster, gradients are set up to draw data
satisfying the query towards the requesting CH.hEsensor that receives the interest sets a gradient
up toward the sensor nodes from which it receitesiriterest. This process continues until gradients
are set up from the sources back to the CH. Monergdly, a gradient specifies an attribute value an
a direction. The strength of the gradient may Wéeint towards different neighbors. This can be
augmented via a Gradient Based Routing (GBR). GBR variation of the direct diffusion routing.
The key idea in GBR is to memorize the number gfsh@hen the interest is diffused. As such, each
node can calculate a parameter called the heigiieaiode, which is the minimum number of hops to
reach the CH. The difference between a node's heigt that of its neighbor is considered the
gradient on that link. Response data from the senae then just forwarded on the link with the
largest gradient or randomly among those with Isirgeadient in case of ties.
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Inter-Cluster Head(ICH): Communications and Protocols:

A CH that is handling a request of transmissiomfia CRN-E in its cluster has to communicate with
neighbour CHSs to receive information on the spestoccupancy of cells located in their cluster and
that are part of the radio footprint of the SUtatthas given rise to the request (through the CRN-E

CRN-WSNCommunications and protocols:

CHs interact with the CRN-E to handle requests tfansmission from secondary users and to
communicate them the available channels.

It is important to say that the communication of thet of available channels does not solve the
Medium Access Control Problem of the secondary agkwTo address this problem one should
specify the architecture of the secondary netwaordk ils MAC protocol. This issue falls within the
goals of Deliverable D4.2 on cognitive actuatiohefiefore,WP6 does not specify how the available
channels are accessed by the cognitive users.

4.43 MAC protocol for distributed sensing

In the following, without lack of generality, wesasne sensors are arranged as a triangular grid. The
analysis that follows can be generalized to anuleggopology [33]. Nodes known their location and
are assigned a unique ID (Since the topology igrasd to be fixed in this scenario, this information
can be safely assumed to be preconfigured in tlike)ndSince we are considering a network of
homogeneous nodes, we will assume that all nodesharacterized by a given transmission reRge
and interference ran(R;.

Given the traffic pattern, a simple and efficieolusion is the spatial reuse TDMA (STDMA). TDMA

is a schedule based MAC protocol that controls abeess to a single channel. TDMA provides
collision-free transmission since a set of timdsskre prearranged. Spatial reuse TDMA is an access
scheme for multi-hop radio networks. The idea isirtorease capacity by letting several radio
terminals use the same time slot when possibléma tlot can be shared when the radio units are
geographically separated such that small interfarés obtained. A TDMA scheme is defined by its
frame length (number of slots) and schedule,which slot is assigned to which sensor. In a STDMA,
spatial reuse implies that a slot is assigned thiphel sensors if the sensors cannot cause intaréer

at a potential receiver to other transmissions.

Optimal, i.e., minimum length, slot assignment defseon the nodes communication pattern and is in
general NP-complete. Given the complete symmetrgenfsor behavior we resort to a simple sub-
optimal algorithm, introduced in [35] to addresditierent problem (the channel assignment problem
in cellular networks), which allows us to formalilee problem a Distance-k Chromatic Number

Problem

Distance-k Chromatic Number Problem Given a graph G=(V,E) and an integer k, the distak
chromatic number of the graph is the fewest nunabeolors needed to color the nodes of the graph
so that no two nodes of the graph have the sanee ifdhe shortest path length (measured in number
of intervening nodes) between the nodes is lessdh&qual to k. Such a coloring of the nodes ef th
graph is known as a proper coloring.

In [35] the authors provide a schedule which rezgk? + k + 2 slots.
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In our setting, if we regard color as slots, thebpem becomes finding the minimum number of slots
which can be assigned to nodes so that there apain® of nodes closer thanwhich have been
assigned the same slot. It is easy to realizeithatir casek = R; + R;, i.e., the minimum distance
between two nodes that can transmit at the same. titence the minimum number of slots is
(Rt + R;)*> + (Rt + R;) + 1. The minimum number of slots thus grows with thease ofR; + R;.

The first few values are listed in the followingbla 4.

R + R; Minimum number of]
slots
1 3
2 7
3 13
4 21

Table 4: Transmission ranges and time slots

Observe that since the number of slots is propmatido the frame length, and thus inversely
proportional to the frame rate, the data rate abl to each node decreases for increasing value of

both the transmission and interference range.

The following figures illustrate the STDMA assignmidor different values oR; and R;. In each
figure, for a giverR;,R; pair, and considering a particular slot, we shdwiclv nodes can transmit at
the same time (the red nodes) and their transmiggi@en area) and interference (blue) area.

Figure 14:R, = R; =1
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Figure 16: R, = R; = 2

These figures show as fewer and fewer nodes casniasimultaneously with increasil?; and R;.
With R, = R; =1, nodes that are 3 hops apak=Z, two intervening nodes) can transmit
simultaneously. In this case the minimum numbeslofs is 7. Increasing the interference range to 2
requires nodes to be 4 hops apart for simultangansmission (the overlapping of the blue area on
Figure 15 the interfering range, is not a problem sincepgbential receivers are only those within the
transmission range). Increasing now the transmrmssinge from 1 to 2, requires even more slots since
the distance in hops between transmitting nodesases to 5.

The analysis above considers nodes constantly dpacel studies the effect of increasing

transmission/interference range. The same type esults apply if we consider constant
transmission/interference range and increase nedstgl (thus shortening the distance among nodes).
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4.5 OPTIMIZED SENSOR SELECTION AND ROUTING

The scenario currently at hand takes into consiitera primary user network (PUN) and an existing
WSN grid taking measurements in a time-slotted meheThe sensing and actuation process
considered is the same as the one described il®&cL. Locally, samples are acquired, aggregated,
and processed within one time frame. Consequeatlthe next time-frame the latter information
becomes available for the rest of the neighbouniodes and as well as at a secondary base-station
(BS) or a FC. A SU would consult the grid or the @& FC for knowledge on spectrum availability.

SN
\?——/ FC
d

Legend

SN Local Detection Quality

@ Excellent
© Good

O Average
@ Bad

SN: Sensing Node
PU: Primary User
FC: Fusion Center

Figure 17: Sequential detection with joint routingtrade-off: energy efficiency and detection reliabity

The problem is illustrated further Figure 17by considering a randomly deployed network. Suppos
that a sequential detection process is initiatetitha first node has to choose between lhind link

N. We would like to note that we do not concentrtéhow the process is initiated as this is outhef t
scope of this section, however one suggestiomrdaagh SNR-gossiping algorithms where a consensus
is reached on the node with the highest SNR, wkiohld in turn initiate the detection process.
According to power consumption, which under a fiostler approximation, is proportional to the
distance raised to a certain exponent, link M setanbe the best choice. However, link N may
provide a better choice in terms of detection a&srtbxt-hop neighbour is closer to the PU. Let us
assume that link N is selected. The next node @wmbekp overo as the former choice is more
energy efficient, while the detection quality isghgibly affected. From thereon and with the same
line of reasoning routa, b, ¢, d is chosen over roui, B, C.

As we can see from the example, the optimizatiablem at hand should consider a cost function that
provides a trade-off between two axes, energy agopson and probability of detection{P Thus, in

the vicinity of the PU, P should be the principal factor in the cost funttémd vice versa as the route
diverges away from the PU.

There are two main issues in the joint distributetiection and routing problem. First, a pivotal
decision should be made which is to determine the2 of the local node in the global decision. The
question is, do we need optimal local decisiong\fte thresholds) or optimal weight factors for the
sensors’ aggregated samples? The other importsun i our problem is to combine sequentially
local results while simultaneously routing them #oas a specified data sink (BS or FC). The route
should be chosen to be pareto-optimal in terms lobay detection probability and energy
consumption. The problem is defined in detail iméx C.
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