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5 PROTOCOL STACK FOR THE VALIDATION TRIALS

In addition to the optimised protocol stack desmditabove and fully dedicated to the SENDORA
WSN aided cognitive radio system design, here wexifp the protocol stack to be used for the
validation trials implementation. This protocolctas based on OpenAirinterface stack that has been
depicted in D7.2 (Section 5.3) and that will be lbasis for implementation of the two demonstration
scenarios specified in the first period of the gctj In this section, we explain what has to bepteth

or added to the existing protocol stack to impletriéne sensing functionality of the WSN aided
cognitive radio system.

The sensor protocol stack depicted here will atowalidate the global WSN aided Cognitive Radio
concept without providing an optimal and fully deastied protocol stack. Indeed, the same initial
protocol stack will be also used for secondary dognnodes protocol stack implementation. The
WSN protocol stacks, the one for optimised simalatpurpose (described in Section 4) and the one
for demonstration purpose (described in this segtiare therefore different, but they will rely on
common principles: some of these principles haveadly been defined like the message exchanges
between the system components (WSN, Secondary rietirO).

The objective of this section is to describe thesse protocol stack for both demonstration scesario
In particular, we define the protocol stack thall ailow the transmission of the signalling message
needed for the validation of the WSN aided cogaitiadio concept.

Figure 18 specifies the mapping of the signallingssages to be implemented onto the SENDORA
system architecture.
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Figure 18: A schematic overview of the signalling messages needed for demonstration scenarios#1 and #2
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In the following sub-sections, the required protastack adaptations are listed, both demonstration
scenarios are analysed (in particular the role &ntttionalities needed at sensor node) and
implementation requirements are specified.

5.1 PROTOCOL STACK

51.1 Needed adaptations

The OpenAirinterface protocol stack shall be adapbeplay the role of a sensor in the sensor né¢wor

in scenario #1 and of an ad hoc terminal includiegsing capabilities in scenario #2. Adaptations
mainly consist in (1) adding sensing capabiliti€®, building channels for the transmission in the

WSN of information related to the cognitive cyckeiising data, sensing control, decisions on free
channels, ...), and (3) adapt protocol stack compsrtermanage these channels.

To convey the signalling highlighted on Figure #89 new channels are defined and termed CSCH
(Cognitive Sensing Channel) and CPCH (CognitivetRt¢hannel). The CSCH is an uplink channel
used to carry sensing measurements. The CPCH iswalidk channel used to require sensing
information (bandwidth, detector type, performareate,..) to sensor nodes. It will also be used in the
cognitive network to carry decisions about freedsaand spectral opportunities.

The adaptations of the protocol stack depicted Tr20hat are required to implement both scenarios
are the following:

*  add flexibility to the frame to introduce time pmas for sensing purpose

* integrate a local cognitive scheduler called CogmitRadio Resource Management
(CRRM) that:

0 decodes the information related to the cognitiveration in the signaling sent by the
cluster head or the FC (sensing control, clustbedaling, local decisions) over the
CPCH

o pilots the PHY/RF Tx/Rx chains according to theeztiling between the following
three phases:

= sensing
= transmission of sensing information on dedicatatiba
= secondary communications on cognitive band

o0 computes sensing information received from sensingC in scenario #1 and at
cluster head or distributed nodes in scenario é@edding on the adopted strategy.

* integrate a local cognitive controller called Cdiye Radio Resource Control (CRRC)
that:

o0 pilots the sensing (parameters of detection)

o fetches the sensing information from the sensindute

0 open and configure dedicated channels through Ltz d®ntrol:

= CSCH for sensing information transmission
= CPCH for sensing information requests and decislmesdcast (at Fusion
Centre or Cluster Head, depending on the considaredhrio).

e add the capability of parameterization of the PHY/® perform sensing on demand
controlled by higher layers (in particular by th&RRM), e.g. the frequency and the
bandwidth.

* integrate a sensing module composed of:

0 one or several detectors

o0 interfaces with RF/PHY for data acquisition

o0 interface with the CRRC for sensing informationiwksly
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The protocol stack will finally be composed of tb#owing entities, as depicted on Figure 19:
* NAS: IP/MPLS network device.
» PDPC: convergence protocol component for IP int2ng.
 CRRM: new entity, dedicated to cognitive operatfsensing control and computation, cognitive
actuation) management on the terminal. The cognigigtuation performed in CRRM may be
common with the one used in the optimized simularedocol stack.
e CRRC: new entity dedicated to carry new messagesipport cognitive procedures signalling
and control, in addition to MAC layer signaling, aserements computation, topology

management, dynamic configuration and maintenahlgwal channels.

* RLC: link control including IP packets segmentafi&iRQ protocol and MAC PDU building.
*  LMAC: mapping of logical channels into transporaiohels. Manages PHY parameterization and

measu

rements.

e PHY: physical layer, embedding a sensing moduledas several detectors. Detectors may be
common with the ones used in the optimized simdlatetocol stack.
¢ RF: dual-antenna radio front-end.
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Figure 19: Protocol stack adaptation for demonstration scenarios implementation
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Elements colored in blue are the main elementgtmbdified or added to the existing protocol stack
for scenarios implementation. This protocol stadlowes both sensing, transmission of sensing
information and secondary communications.

5.2 SCENARIO #1

521 Sensorsin Scenario #1

Sensing in system demonstration scenario #1 isopeed through a dedicated sensor network,
composed of sensor nodes that compute and conwmsjngeinformation until the FC. According to
the sensing information received, the FC takesrakrdéd decisions and controls the secondary
network transmissions.

In this scenario, the sensor network and its caimmeto the FC are wired. The over-the-air capapbili
is validated in scenario #2. OpenAirinterface pcotostack and PHY layer emulator described on
Figure 20 will be adapted and used to play the obl&/SN. Although sensing information is not
transmitted over-the-air, all the needed mechaniants protocols will be validated thanks to this
emulator. The amount of transmitted data shall bduced according to the D2.1 system
specifications. Note that in this scenario, theosdary nodes will be based on OpenAirinterface
protocol stack as well.

5.2.2 Stack implementation

The implementation of the sensor node in Scendriwit rely on the protocol stack represented on
Figure 19, in which only the sensing and transroissif sensing information will be performed (and
consequently only one RF chain will be used). Inidesecondary communications are performed
through other separate nodes.

As explained above, the implementation will be dase a PHY layer emulator instead of wireless
links for sensing information transmission. The &tar to be used for that purpose is specified
below. The acquisition phase of sensing will beedtmough AGILE RF board.

5221 PHY layer emulator

The OpenAirinterface wireless network emulator isoal with the dual objective of performing
protocol and application performance evaluation, aiddition to real-time layer 2/3 protocol
implementation validation. The emulation environtneames in both real-time and non-real-time
flavors based on RTAIl/Linux open-source development

The OpenAirinterface emulation environment can befigured for real-time PC-based targets and
user-space non real-time PC based targets. Batlv dfir virtualization of network nodes within
physical machines and distributed deployment oredaviEthernet networks. Virtualization is done
within the same operating system instance (i.edavaot need to make use of virtualization toolshsuc
as UML, although in some cases the use of suchi@&hzation tools can help for the development
of layer 3 protocols) and the Linux IP protocolcgtas shared among nodes in the same physical
machine. Nodes in the network communicate via tim@mory transfer when they are part of the
same physical machine and via multicast IP oveelatt when they are in different machines. Figure
20 below illustrates a generic architecture usimgamulation environment.
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Figure 20: System ar chitectur e based on emulation environment

With virtualization of the protocol stack, many tiaisces (on the order of 30 on a 2GHz Quad-core
Xeon) can reside in the same physical machine.pic& setup for a large-scale emulation would
consist of several PCs in a cluster network eaclsihg tens of virtual nodes. The layer 3 networking
protocols reside in the standard Linux kernel oertspace and are interfaced using a custom
networking device driver. In a typical large scadenulation scenario a combination of real
applications and traffic generators would be uddis targets large-scale repeatable emulations on a
real protocol stack using real applications.

5.2.2.2 Scenario#1 implementation using emulator

For scenario #1 implementation, as nodes are sgngerforming sensing through their RF board,
they will be at different places in the demonstnatspace. Consequently, their protocol stack for
sensing information transmission will run on separphysical machines and communicate via
multicast IP over Ethernet, as depicted on Figurd&@ow. Sensing measurements will be carried to
local CRRM via CRRC and then sent to FC CRRM thiologal CRRC and RLC/LMAC connected
to the emulator.
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Figure 21: Demonstration scenario #1 implementation based on PHY emulation

5.3 SCENARIO #2

5.3.1 Sensorsin Scenario #2

In system demonstration scenario #2, sensing dégabiincluded in the secondary nodes. Thanks to
this capability, the secondary network performsois sensing, decision and adaptation in order to
maximize their capacity without causing harmfulenfiérences to the primary WLAN system.
Secondary nodes form a clusterized ad hoc netvioriehich this cognitive cycle is managed locally

by the cluster head (the cluster head is intritigicgdentical to the other nodes, but it takes tluke

because of the topology and neighborhood).
In this scenario, the sensing is performed usingledicated RF which is also used for the
communication of sensing information between nodég secondary cognitive communications are
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performed using another dedicated RF to increasimsyreactivity to primary system activity. (Note

that, thanks to this architecture, reactive anégtige behaviors - as described in Section 2.31-b&a

implemented). Terminal resources shall be syncheshto perform alternatively (as requested by the

cluster head scheduling through beacon sending):

e sensing (frequency, bandwidth, time, ...),

e transmission of sensing information (results ofedgbn, according to the sensing requests) in
both cooperative and non-cooperative communicatioode,

and simultaneously:

e secondary cognitive communications (according tsisgy information aggregation and resulting
decisions).

In this scenario, no independent sensor is coresijedthough some nodes may not communicate and
only support sensing operation. This representsebemmended hybrid architecture mentioned in
D2.1, composed of both sensing capacities in seggmibdes and through independent WSN.

In this scenario, the transmission of sensing médron is performed over the air. Only sensor-to-
cluster head (non-cooperative mode) and sensarises or to-CH (cooperative mode)
communications are considered. In a real systewiyed or wireless link to the FC should also be
implemented for global spectrum control but it & implemented here. Sensor-to-cluster head and
sensor-to-sensor communications are conveyed ediaated narrow-band channel.

To perform cooperative communications, the protatatk shall be modified to allow the broadcast
of CSCH (CSCHfor each terminal). The terminals will be then abdereceive the CSGHrom
neighboring sensors to improve their local decigiefore to send it to the cluster head (aggregation
refined data) or to assist distributed sensingrétyns. This mode is introduced to design a coneplet
protocol architecture but will be only implemeniédesources allow it.

5.3.2 Stack implementation

The protocol stack used in this scenario is the degicted in Figure 19. Both sensing, sensing
information transmission and secondary communioatiapabilities are used, which therefore means
that both RF chains are used in this scenario.
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6 SUMMARY AND FUTURE WORK

This report summarizes our efforts considering diveensioning of the WSN to provide reliable
spectrum sensing, the first steps of protocol desigd the design of the sensor platform usedhier t
WP7 system demonstrations.

Traditional multi-purpose networks, like the Intetnhave to provide the flexibility to use diffeten
technologies inside the network, while supportifepp @ wide range of applications. This calls fa th
strict definition of the protocol layers and theeifiaces between the layers. This flexible architec
also means that a given application may not beegenith the maximum possible efficiency. Sensor
networks are different in the sense, that theydasesloped to support one or a couple of very simila
applications, and at the same time have severéitigplmitations in terms of bandwidth, procesgin
and data storage capability. Therefore, protoo@rsin sensor networks are often optimized with th
specific application and specific hardware andaadipabilities in mind — which is often addressed a
the cross-layer optimization of the protocol stack.

In this report we presented parts of a protocalksthat has to be specifically designed to suptbrt
spectrum sensing application. We discussed theogutst in isolation — apart from the issue of
optimized sensor selection and routing. In the iooation of the project we will optimize the protbc
parameters together, to provide the best perforedoicthe given application and considering the
available radio resources. Here we briefly intradtie necessary tasks of cross-layer optimization.

— The clustered architecture allows us to tune histributed the spectrum allocation process
should be. Small clusters lead to low inter-clustaffic levels and transmission delays, while
higher control traffic between the cluster headsnéeded to collect information from the
transmission area of the secondary users. Theeclsgie has to be optimized with respect to the
available radio resources and the application datats.

— Error control solution has to be selected basethe specific traffic types in the sensor network.
Periodic traffic will need forward error correctiobased error control (that is, increased
redundancy), while some traffic between the secgnalaits and the fusion centre or cluster head
may allow retransmission based error control. Sirtyi] strict TDMA based channel access may
be combined with random access for some traffiesdype.g., for supporting secondary user
channel requests.

— Redundancy for the periodic traffic can be introedd through channel coding (physical layer) or
source coding (application layer) or both. Thisi¢ppogether with the possibility of cooperative
communication is addressed in general in WP5 aaddbults have to be moved to the protocol
design in WP6. Coding has to be optimized togettidr the selected modulation technique to
achieve the optimal relation of transmission raie it error probability.

— From sensing point of view the traffic level lmetsensor network depends on the granularity of
the information transmitted by the sensors (whbheehinary local decision is the extreme case),
and on the area of cooperation for distributed isgn#\s shown in Section 3, the efficiency of
distributed sensing increases with including maeassrs into the decision process and with
increased information granularity. Considering lihet on the WSN transmission resources, the
cooperation level and information granularity hawée optimized together.

— Similarly, if a higher number of channels aresgehin the sensor network, the probability of

finding available channel for cognitive operatioicrieases, but the sensor network traffic level
increases at the same time. Therefore the numlmrawinels sensed has to be optimized together
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with the above parameters of distributed sensimgsidering the limit on the transmission
resources.

The network dimensioning work up to now considetieel requirements of reliable sensing only.
These studies and related analytic models will Xtergled to also include the requirements of data
fusion and secondary unit control, consideringah®unt of data to be collected and the acceptable
control delay of the cognitive operation. This dims®ning however depends significantly on the
details of the protocol design and therefore wéllderformed towards the end of the project.
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8. ACRONYMS
BS Base Station
CcCcC Common Control Channel
CH Cluster Head
CPCH Cognitive Pilot Channel
CRN-E Cognitive Radio Network Entity
CSCH Cognitive Sensing Channel
FC Fusion Centre
ICH Inter Cluster Heads Protocols
IS Inter-Sensors Protocols
LAN Local Area Network
LTE Long Term Evolution
MAC Medium Access Control
PDU Packet Data Unit
PU Primary User
PUN Primary User Network
S2CH Sensors to Cluster Heads Protocols
SuU Secondary User
WLAN Wireless LAN
WSN Wireless Sensor Network
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