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EXECUTIVE SUMMARY

This deliverable describes the different building blocks of the platform that will be used for
demonstration activities. It also includes a description of the integration activities of the outputs
from other WPs for demonstration purpose.

D7.4 first details the architecture proposed by SENDORA partners for WSN aided cognitive radio
concept demonstration for both WSN Centralized architecture and Cognitive Ad Hoc Network
scenarios. It focuses on the description of the selected algorithms for each building block for the
demonstration of the trials defined in D7.1 and D7.2 as well as on the description of the protocol
stack that will be used to handle and carry the message exchanges defined in D7.3 between the
specified blocks.

The integration of the signalling messages will be based on the adaptation of the protocol stack
proposed in D6.2, section 5. New channels were defined and termed CPCH (Cognitive Pilot
CHannel) and CSCH (Cognitive Sensing CHannel) for WSN Centralized Cognitive Radio, and
DCPCH (Distributed Cognitive Pilot CHannel) and DCSCH (Distributed Cognitive Sensing
CHannel) for Cognitive Ad Hoc Network scenario. They are used to carry the cognitive messages
defined in D7.3 for the reporting, the control and the signalling of the enabling cognitive
functionalities defined within SENDORA project for the proposed WSN aided cognitive concept.

This deliverable describes in details the material that will be provided by different WPs for the
demonstration of the proposed cognitive concept. Roadmaps detailing the delivery dates for the
different blocks needed for the implementation and the integration of SENDORA demonstrator are
also provided. D7.4 will be the reference document for the implementation of the demonstration
including building blocks specifications and integration planning.



Project:
EC contract:

SENDORA | Deliv. ref.: D7.4
216076 Deliv. title: Report on WSN aided cognitive radio platform

Deliv. version: 1.0
Submission date; 15/01/2010

Acronyms
Acronym Meaning
AP Access Point (WiFi)
BTS Base Station
CH Cluster Head
CPCH Cognitive Pilot Channel
CRRC Cognitive Radio Resource Control
CRRM Cognitive Radio Resource Management
Cs Communication and Sensing capabilities (terminal)
CSCH Cognitive Sensing Channel
DCPCH Distributed Cognitive Pilot CHannel
DCSCH Distributed Cognitive Sensing CHannel
FC Fusion Centre
LLR Log Likelihood Ratio
MAC Medium Access Control (layer)
MON Spectrum Monitoring message
PN Primary Network
PU Primary User
R Relay
SCAN Spectrum Scanning message
SN Secondary Network
SuU Secondary User
SYNC Synchronization message
WSN Wireless Sensor Network
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1. INTRODUCTION

1.1. D7.4 PURPOSE

In FP7 ICT SENDORA project, Work Package 7 is dedicated to System Integration and
Demonstration activities. This document is the deliverable D7.4 and describes the different blocks
of the platform that will be used for demonstration activities. It will also include a description of the
integration activities of the outputs from other WPs.

The validation of SENDORA project objectives is performed through different complementary
means, among which system demonstrations on hardware platforms. The corresponding
demonstration scenarios and associated validation trials are defined in D7.1 "Validation Trial
Definition". Then the validation of the project objectives will be completed through simulations and
emulations, under realistic environment conditions. Simulation and emulation frameworks are
reported in D7.5 deliverable.

The objective of this deliverable is to describe the cognitive system architecture proposed by
SENDORA partners including the algorithms selected for each module by each WP for the
implementation of the validation trials and demonstrations defined in D7.1 and D7.2 deliverables.

The proposed architecture is composed of the following parts:

The WSN aided Cognitive radio modules for both WSN Centralized architecture and
Cognitive Ad Hoc Network scenarios.

The interfaces
The protocols

The algorithms enabling cognitive functionalities that were selected by each WP for
the implementation on the demonstrator

The global architecture, including the modules and interfaces, was defined in D7.3 while the
protocol stack was detailed in D6.2, section 5.

1.2. DOCUMENT VERSION SHEET

Version Date Description, modifications |
1.0 15/01/2010 First version |
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1.3. SYSTEM DEMONSTRATION SCENARIOS

In D7.1, two real-time system demonstration scenarios and associated trials have been defined to
prove the project concept of the WSN aided Cognitive Radio. These scenarios reminded below are
the basis for the system demonstration activities in the project.

1.3.1. Validation trial for demonstration scenario #1

This first system demonstration scenario shall demonstrate a secondary network providing the
users with a cognitive nhomadic broadband access using a sensor network aided Cognitive Radio
technology based on an independent sensor network.

The secondary network shall receive transmission opportunities from the Fusion Centre and adapt
its communications to take advantage of these opportunities. The objective is to take advantage of
unused spectrum in an optimised way, in order to propose to the secondary users a broadband
access on a best effort basis. The Fusion Centre is able to provide such information by computing
sensing information provided by a dedicated sensor network. This sensor network is made of
sensor nodes with detection and transmission capabilities.

The system demonstration scenario #1 is represented on the figure below:

0

%C\?S@

Figure 1 : System demonstration scenario #1

The primary system is a WiFi system and WiFi communications are considered as primary user
communications. A sensor network is deployed in the area to detect the spectrum usage in the
corresponding frequency band. The sensor nodes (S) have detection capability and communicate
their detection results through a wired connection to a Fusion Centre entity that aggregates the
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information coming from the different sensors and proposes an interface with global spectrum
monitoring. A secondary network (Base Station (BTS) + Secondary Users (SUs)), deployed in the
area,takes advantage from this interface provided by the Fusion Centre entity to perform
communications in an opportunistic manner. If primary user transmissions are detected by the
Sensor Network in the corresponding band, the Fusion Centre shall receive the information and
forward it to the Secondary Network. The Secondary nodes shall adapt their transmissions to avoid
harmful interferences generated to the primary users.

1.3.2. Validation trial for demonstration scenario #H2

The second system demonstration scenario shall demonstrate a secondary network providing the
users with a cognitive nomadic broadband access using a WSN aided Cognitive Radio technology.

In this scenario, the Secondary Network integrates the Wireless Sensor Network: secondary
communicating nodes have sensing capabilities, they perform the spectrum sensing in a
distributed manner, compute transmission opportunities and adapt their communications to take
advantage of these opportunities without interfering harmfully with the primary technologies.

The system demonstration scenario #2 is represented on the figure below:

Figure 2 : System demonstration scenario #2

As in demonstration scenario #1, the primary system is a WiFi system. An ad hoc secondary
network is deployed in the area. The secondary nodes have sensor capabilities to detect the
spectrum usage and communicate their detection results between each other on a dedicated
narrow band channel. There are 6 nodes in total, out of which 4 have communication and sensing
capabilities (CS) and 2 nodes only have sensing capabilities (S). The WSN is organized in two

7



Project: SENDORA | Deliv. ref.: D7.4
EC contract: 216076 Deliv. title: Report on WSN aided cognitive radio platform

Deliv. version: 1.0
Submission date; 15/01/2010

clusters. Cluster 1 consists of cluster head 1 (CH1), sensor 1 (S1), and secondary nodes (R1 and
R2). CH1 is supposed to be directly connected to a Fusion Centre (not implemented) over a wired
connection, which should be mandatory in a real system to ensure a global spectrum
management, as depicted in D2.1 "Scenarios and system requirements” document. The second
cluster is formed by CH2, S2, R1 and R2. According to the result of this sensing phase, the
secondary nodes perform cognitive communications in a channel that they have detected as free.
The secondary nodes shall adapt their transmissions if they detect any primary user transmissions
in the corresponding channel to avoid harmful interferences. Two cases are considered according
to the role of the cluster heads. In the centralized channel allocation scenario all sensing results
are collected by the cluster heads, and the cluster heads control the channel assignment upon a
request from a secondary node. In the distributed scenario sensors broadcast the sensing results,
and decide about possible free channels based on their own sensing result and the results
broadcasted by nearby nodes. The cluster heads in this case only accept or reject the decision of
the secondary nodes.
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2. SENDORA ARCHITECTURE

After having reminded the two demonstration scenarios selected by D7.1 to validate the sensor
network aided cognitive radio concept, this section assesses the architecture that we propose to
validate the trials defined above. This section will also detail the selected algorithms for the
implementation of the modules defined in the proposed architecture. A summary of the required
modules and interfaces defined in D7.3 is given by the following figure:
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Figure 3: A schematic overview of the required modu les for the implementation

2.1. MODULES DEFINITION AND DESCRIPTION

2.1.1. Primary system module

The primary WiFi system is composed of two access points and some terminals as shown in
Figure 4 . Access points are using the 802.11g protocol which provides a maximum net bit rate of in
theory 54 Mbit/s with OFDM modulation using the 2.4 Ghz frequency band. In EU, there are 13
channels spaced 5 Mhz apart (from 2 412Mhz until 2 472Mhz). As the protocol requires 25 MHz of
channel separation, adjacent channels overlap and will interfere with each other. That's the reason
why, channel 1, 5, 9 and 13 have to be privileged. We can consider that each Access point can
manage around 15 mobile nodes. Since Access Points should propose the same network to
Mobile Nodes, they will thereby broadcast the same Service Set ID (SSID).
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Figure 4: Primary system network in SENDORA demonst  rations
2.1.1.1. Primary system measurement tool: “Wimeter "~

As already mentioned in previous deliverable, the Wimeter [FO6] tool will be used to measure the
system efficiency. Wimeter is a sniffing-based tool that implements a novel technique for available
bandwidth estimation in WLANs and assistance to QoS provisioning. It captures and analyses on
real-time the frames going to or coming from a pre-configured access point. The analysis of
captured frames consists on determining the portion of time when the channel is free and then to
estimate the available bandwidth in function of the packet size of expected frames to be
transmitted and the link-layer rate of the sender and the receiver stations.

2.1.2. WSN Centralized Cognitive Radio (scenario # 1)

2.1.2.1. Secondary Network module

In scenario #1, the secondary network, composed of secondary users (SUs), is a centralized
architecture with one base station and at least two nodes. The base station node consults the
fusion centre dedicated interface to read a monitoring of the free channels in the area. It makes the
decision on which radio resource to allocate to each SU and notifies the fusion centre about the
frequency and power level that it allocates to SUs so that the fusion centre can initiate the
monitoring of that frequency band by the sensor network to detect potential primary system activity.
Nodes only need to support user data communication.

The communication between nodes shall be based on a flexible OFDMA waveform which will be
adapted to include silent periods and thus allow the sensor network to operate sensing. Further, a
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signalling channel for the transmission of information related to the cognitive operation, such as
silent period duration, is required.

In this scenario, the secondary network is represented by a single base station (BTS). It will
receive the frequency selection decision from the FC and then starts its allocation algorithm to
schedule the nodes (SUs) attached to its network. The resource allocation can use centralized or
decentralized techniques. We choose to implement for this scenario only the centralized scheme.

Centralized resource allocation strateqgies

The scheme proposed for the implementation is described in [ZHHO0-J8] where two binary power
allocation techniques for cognitive radio networks with centralized and distributed user selection
strategies were proposed. At the core lies the idea of combining multi-user diversity gains with
spectral sharing techniques and consequently maximizing the secondary user sum rate while
maintaining a guaranteed quality of service (QoS) to the primary system. The target scenarios
consider a cognitive radio network consisting of multiple secondary transmitters and receivers
communicating simultaneously in the presence of the primary system for both uplink and downlink
as depicted in Figure 5. In a first step, we present a centralized resource allocation technique.
Specifically, we propose to combine cognitive radio with multi-user diversity technology to achieve
strategic spectrum sharing and self-organizing communications.

From implementation point of view, this centralized scheme will be implemented at the base station
side (BTS). Indeed, after receiving the confirmation from the fusion center (FC) about the free
holes, the BTS will run the centralized scheme and activate the users that will contribute to fulfill
secondary system capacity optimization requirements. The potential benefit from this technique
resides in its capacity to handle the transition between the state where the allocated band is free
and the state where it gets occupied by the primary system. Indeed, thanks to the outage
probability approach, the resource allocation strategy will turn off the secondary users that will
cause too much interference to the primary system and keep only the ones that guarantee the
outage probability constraint (Poutage=1% in our case). This approach prevents from switching off
all the secondary users when the sensing detects primary user activity.

Figure 5 : Cognitive Radio Network with one primary user (PU) and M secondary users (SU)

11



Project: SENDORA | Deliv. ref.: D7.4
EC contract: 216076 Deliv. title: Report on WSN aided cognitive radio platform

Deliv. version: 1.0
Submission date; 15/01/2010

In this centralized mode, the proposed system would require information from a third party (i.e.
central database maintained by regulator or another authorized entity) to schedule secondary
users coming. In a realistic network, centralized system coordination is hard to implement,
especially in fast fading environments and in particular if there is no fixed infrastructure for
secondary users, i.e., ho back-haul network over which overhead can be transmitted between
users. In fact, centralized channel state information for a dense network involves immense
signaling overhead and will not allow the extraction of diversity gains in fast-fading channel
components. To alleviate this problem, we propose a distributed method where secondary users
can get rid of primary user knowledge.

2.1.2.2. Sensor Network module

The sensor module contains the algorithms in charge of scanning the spectrum in the bands
specified by the FC and reports the measurements in a proactive or reactive manner as specified
by higher layers.

During the project several detection algorithms has been studied and their performances has been
evaluated. The more detailed analysis and evaluation of the sensing algorithms is presented in
deliverable D3.1.

Due to the practical aspects and complexity issues, all of the algorithms studied during this project
are not directly implementable on the selected platform. Therefore it is decided to use the algorithm
that suits best for the chosen platform.

The chosen detection method is based on the analysis of sub-space dimension of the sensed
signal using model selection approach and particularly the Akaike information criterion. The signal
dimension is determined by the value that minimizes the Akaike information criterion (AIC) which is
then compared to a threshold in order to get the final decision (band free or not).

Recently, two blind spectrum sensing techniques based on the investigation of the dimension
(entropy) and the distribution of the received signal were developed for sensing the spectrum holes
in the primary user band for cognitive radio communications
[HO8][ZHNO08][ZHK09][GZH09][ZHDBO09].

An extensive analysis on cooperative communications for cognitive radio networks is discussed in
[ZHO9][HG10]. In particular, we study collaborative sensing as a means to improve the
performance of the proposed spectrum sensing techniques and show their effect on cooperative
cognitive radio network. Cooperative sensing can be implemented in two fashions, centralized or
distributed.

2.1.2.3. Fusion centre module

The FC connects logically the sensor network and the BTS of the secondary communication
network. It acts as an aggregation point for the data from the sensors in the sensor network. The
FC configures the sensors to monitor specified frequencies to either detect unused bands, or
detect PU activity on bands used by SN. Based on the measurement of the PU activity, the FC
keeps an up-to-dates list of available frequencies. Whenever the sensors detect PU activity on a
band, the FC is notified immediately about the change in power levels at the concerned
frequencies. The FC can combine the measurements of multiple sensors to increase the detection
reliability.

The FC offers a dedicated interface to the communication network through its base station to read
a monitoring of the free channels in an area. It is also notified by the BTS about the frequency and
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power level that the BTS allocates to SUs so that the fusion centre can initiate the monitoring by
the sensor network of frequency bands occupied by SN.

In scenario #1, the FC configures the sensor network for scanning the available primary network
frequency bands, collects the measurements and takes a decision about the list of free bands and
then informs the secondary network BTS. The aggregation of the sensing measurement will be
done in the FC using collaborative sensing algorithms detailed below.

Scanning and Monitoring Phases

In this scenario, the scheduling of the scanning and monitoring is performed by the FC. Concretely,
the FC is communicating to each sensor of the sensor network which detection it shall perform.
This means that the FC sends commands to each sensor with the following control information: the
central frequency, the bandwidth, the detector, the sensing start time, the sensing duration.

This control is performed depending on the current system state: at the beginning of the cognitive
operation, the FC shall build the list of free channels to be monitored to the BTS. Then, this list
shall be maintained up-to-date in order that BTS can use it at any moment. When a BTS decides to
allocate a frequency band to its SUs, it shall report it to the FC. Consequently, considering a
proactive strategy, the FC will continue to maintain the free channel list but will also monitor the
attributed frequency to detect any primary activity on this frequency and inform the BTS to release
the frequency according to the requirements. Scanning of primary bands and monitoring of primary
bands used by the secondary network are scheduled so that the monitoring can guarantee the
release requirements.

As a proactive strategy is chosen, scanning allows the update of the free channel list: therefore
when a primary activity is detected on a channel used by the secondary network, the BTS is
informed and can change immediately the SU communication frequency by choosing another
channel in the up-to-date list.

Collaborative Sensing Phase

In this scenario, the hard sensing results are gathered at a central place (FC) as depicted in Figure
6. The goal is to mitigate the fading and hidden node effects and increase detection performance.
For the dimension analysis method, the sensing results are combined in the FC for detecting PU
signal using collaborative sensing [8]. In fact, each sensor must transmit a compressed vector
representing its measurements to the FC. On reception side, the FC reconstructs the original data
and computes the estimation sub space dimension of the received signal using sample covariance
matrix. The signal dimension is determined by the value that minimizes the Akaike information
criterion (AIC) which is then compared to a threshold in order to get the final decision (band free or
not). The second method exploits model selection tools like Akaike weights to determine the free
holes in the spectrum band. Specifically, we assume that the noise of the radio spectrum band can
still be adequately modelled using Gaussian distribution. Each node computes and analyzes
Akaike weights in order to decide if the distribution of the received signal fits the noise distribution
or not. The statistics computed at each node are sent to the FC which takes a final decision using
majority vote rule for example.
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Figure 6: Collaborativespectrum sensing system for cognitive radio networks with one PU and M SUs

2.1.3. Cognitive Ad Hoc Network scenario (scenario  #2)

In scenario #2, the secondary network module is composed by a cluster head (CH) node and ad
hoc nodes. All nodes have the same capabilities. A CH is elected upon the current conditions. The
election of the CH is not part of the objectives of SENDORA project.

The ad hoc nodes play the role of the sensors as well as the role of communicating nodes of the
secondary network. The sensing decisions can be taken at the CH after receiving the
measurements from the ad hoc nodes (CH based decision case) or done at the ad hoc nodes
using collaborative sensing schemes (Ad hoc node based decision case). In both cases the CH
broadcasts the decisions about the free bands for each ad hoc node to all the attached ad hoc
nodes. The CH based decision case is similar to the case with the FC and will not be detailed in
this section.

As mentioned above, ad hoc nodes (including the CH) perform both sensing and secondary
communications. The sections below describe the role of the CH for the management of the ad hoc
nodes in both sensing and cognitive communications modes.

2.1.3.1. Ad hoc network in sensing mode

Scanning and Monitoring Phases

Sensing performed at ad hoc nodes and CH node is managed by the CH. Through the cognitive
narrow dedicated band, the CH pilots the ad hoc nodes behaviour, by specifying the time sharing
between sensing and secondary communication phases, and in sensing phase the channel to
sense (central frequency, bandwidth) and the detector to use. Ad hoc nodes perform the sensing
accordingly and use the narrow dedicated band to transmit their results to the CH.

As for scenario #1, a proactive strategy is chosen: the CH always maintains up-to-date the
available channel list and monitors more especially the channels currently used for secondary
communication by the ad hoc nodes, to detect any primary activity and leave the corresponding
channel under the specified requirements.

Collaborative Sensing Phase
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In the distributed scenario and due to resource limitation at the ad hoc node level, we choose to
implement distribution analysis cooperative sensing method. To minimize the network overhead,
each node computes its Akaike weights value and sends their decisions (0 or 1) to the cooperative
node which makes the final decision by combining the summary statistics from individual
cooperating nodes. Therefore, distributed sensing is more advantageous in the sense that there is
no need for a backbone infrastructure.

2.1.3.2. Cooperative Communication mode for sensing data transmission

Cooperative relaying is applied in scenario #2 to reliably convey the sensing data collected by
cluster head CH2 to cluster head CH1. The cooperative protocols which are employed for
demonstration have been specified in detail in deliverable D52 “Report on Algorithm Development”.
A summary of the proposed protocols is given in the following.

The cooperative relaying schemes are developed under the assumption that CH2 appropriately
forms data packets from the sensing data which are then handed over to the cooperation
protocols. The cooperative session between the cluster heads is initiated and controlled by the
receiving cluster head CH1. The cooperative communications protocols are designed to account
for the constraints given by the hardware platform; i.e.,

All nodes have a single transmit and single receive antenna and are assumed to transmit
synchronously;

We assume half-duplex operation at each node (i.e., at any given instant a node can either
transmit or receive, but not do both);

Only QAM is used as a signal-space constellation;

The schemes are based on decode-and-forward relaying techniques;

The number of channel uses T over which communication takes place is short enough to
invoke the quasi-static assumption (i.e., the channel fading coefficients are fixed for the
duration of the communication).

We assume that communication is slotted in the sense that there are two distinct and temporally
disjoint phases of cooperation. During the first phase, the source transmits for a total time duration
of bT channel uses, for some 0 < b < 1. A relay will begin transmitting after listening for a time
duration equal to bT channel uses if it is so instructed by the upper layer (i.e., instructed by CH1).
The duration of the relay transmission will be the remaining (1-b)T channel uses, which constitute
the second phase. The actions of the relays under each protocol will be defined by the event of
outage at the relays.

The two cooperative relaying schemes proposed in D52 can now be described as follows:

Relay Selection

The source transmits a power-normalized bT-length QAM vector to the relays R1 and R2. At the
end of the first phase, the upper layer will compare the channel strength between the source and
the two relays. For this purpose, the relays forward their estimates of the received SNR to cluster
head CH1 which will instruct the relay with the strongest link to the source to decode and
participate in the second phase, given that this link is sufficiently strong to decode. Given that a
relay is selected, then the second phase takes place, during which the participating relay Ri
transmits a (differently) power-normalized (1-b)T-length QAM vector. At the end of the second
phase, the cluster head CH1 proceeds to decode based on the accumulated received signal.
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Alamouti-based selective transmission

As for the first scheme, the source transmits a power-normalized bT-length QAM vector to the
relays R1 and R2. The relays check based on the received signal-to-noise (SNR) ratio whether
they are in outage, and they decide to decode if successful decoding is possible. Given that at
least one relay has able to decode, the second phase takes place, during which the participating
relay(s) Ri (i.e., those which were able to correctly decode) transmit(s) a (1 -b)T-length vector from
a codebook corresponding to the ith (first or second) row of the Alamouti code. At the end of the
second phase, the final destination proceeds to decode based on the accumulated received signal.

2.1.3.3. Ad hoc network in cognitive communication mode

Distributed resource allocation strategies

In this scenario, we choose to detail the selected distributed resource allocation strategy [ZHHO-
J09]. Indeed, the centralized approach is similar to the one described for in scenario#1.

In the centralized case, the need may exist, as mentioned above, for the perfect knowledge of all
channel and interference state conditions for all nodes in the network. To circumvent this problem,
the design of so-called distributed resource allocation techniques is crucial. Distributed optimization
refers to the ability for each user to manage its local resources (e.g. rate and power control, user
scheduling) based only on locally observable channel conditions such as the channel gain between
the access point and a chosen user, and possibly locally measured noise and interference. A key
example of multi-user resource allocation is that of power control, which serves as a mean for both
battery savings at the mobile, and interference management. Here, we focus on binary power
control, since it has the advantage of leading towards simpler or even distributed power control
algorithms. The approach in the distributed mode consists, as for the centralized mode, in two joint
optimization schemes. The first one relates to secondary system capacity maximization and the
second optimization takes into account primary system outage probability. From implementation
point of view, the resource allocation scheme consists of two thresholds known at the secondary
user side. By comparing its SINR level to the first threshold (derived from capacity optimization
step), the secondary user has the possibility to check whether it can be considered as a good
candidate to start a communication or not. Then the SU checks the signaling channel broadcasted
by the BTS and compares the broadcasted number of active users to the second threshold
(derived from outage probability constraint). If this number is below the fixed threshold, the SU
starts its transmission. After detecting the secondary user activity, the BTS sets its state as “active”
in the broadcasted signaling channel and so on. As for the centralized mode, the approach based
on outage probability prevents secondary systems from full drop of its capacity when the primary
system starts its activity.

In real systems, the information about the outage failure can be carried out by a band manager that
mediates between the primary and secondary users, or can be directly fed back from the primary
user to the secondary transmitters through collaboration and exchange of the CSI between the
primary and secondary users.

This distributed resource allocation scheme is candidate for implementation in SENDORA
distributed ad hoc network scenario.
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3. IMPLEMENTATION OF THE PROPOSED ARCHITECTURE

This section describes the implementation of the cognitive protocol stack that will allow in particular
the exchange of the signalling among modules for cognitive operation purpose. The messages
have been specified in D7.3 for both demonstration scenarios. This section allows to specify their
scheduling as well as the channels on which they are conveyed.

The implementation will be based on the protocol stack described in D6.2. Indeed, the
OpenAirinterface protocol stack is adapted to play the role of the network as well as the role of
sensor in the sensor network in the case of scenario #1 and of an ad hoc terminal including
sensing capabilities in the case of scenario #2. Adaptations mainly consist in (1) adding sensing
capabilities, (2) building channels for WSN information exchange between the infrastructure (FC,
CH, BTS etc...) and the WSN (or the ad hoc nodes) related to the cognitive cycle and messages
(sensing phase, sensing data, sensing control, decisions on free channels, cognitive
communication...), and (3) adapt protocol stack components to manage these channels.

We proposed a cognitive architecture which is composed of the following entities, as depicted on
Figure 7 :

NAS: IP/MPLS network device.

PDCP: convergence protocol component for IP interfacing.

CRRM: new entity, dedicated to cognitive operation (sensing control and computation,
cognitive actuation) management on the terminal. The cognitive actuation performed in CRRM
may be common with the one used in the optimized simulated protocol stack.

CRRC: new entity dedicated to carry new messages to assist cognitive procedures reporting
and control carried through logical channels CPCH and CSCH defined in this deliverable.
CRRC will also carryMAC layer signaling, topology management, dynamic configuration and
maintenance of logical channels.

RLC: link control including IP packets segmentation, ARQ protocol and MAC PDU building.
LMAC: mapping of logical channels into transport channels. Manages PHY parameterization
and measurements.

PHY: physical layer, embedding a sensing module based on several detectors. Detectors may
be common with the ones used in the optimized simulated protocol stack.

RF: dual-antenna radio front-end.
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Figure 7 : Cognitive architecture proposed for demonstration scenarios implementation

To convey the messages defined in D7.3, New channels are defined and termed CSCH (Cognitive
Sensing Channel), CPCH (Cognitive Pilot Channel) for WSN Centralized Cognitive Radio scenario
and DCSCH (Distributed Cognitive Sensing Channel), Distributed DCPCH (Distributed Cognitive
Pilot Channel) for Cognitive Ad Hoc Network scenario. Cognitive sensing channels are used to
carry sensing measurements while Cognitive pilot channels are used to carry cognitive information,
such as decisions about free bands and spectral opportunities, exchanged between the cognitive
resource management unit and the secondary networks. The information carried by these two
channels will be inserted in IP packets; a third kind channel, that will pass through the CRRC
entity, will be used to manage the initialization phases and the end of the operations.

Cognitive sensing and pilot channels are are conveyed, as shown on Figure 8, in both narrow band
and cognitive band. Indeed, these signalling channels can be carried in the scanning phase in
narrow band and then switched to cognitive bands during monitoring phase to increase signalling
rate and allow high performance during sensing and reporting phases. In our demonstration and as
a first step, we will use only the narrow band for scanning and monitoring phases.
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Figure 8: CPCH and CSCH channels conveyed in both n  arrow band and cognitive band

3.1. IMPLEMENTATION OF THE WSN CENTRALIZED COGNITIV E
RADIO (SCENARIO #1)

In Figure 9, we provide the information flow graph for scenario #1.
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Figure 9: Information flow in scenario #1.

Figure 10 represents the temporal evolution of the different actions in the first scenario. Time is
slotted and actions depend on the phase in which the system is. At the beginning the FC starts the
sensing phase activating the WSN. Each sensor performs sensing and sends the sensing results
to the fusion centre. When BTS informs the FC that some of the free frequencies identified by the
WSN were allocated to the secondary network, FC starts the monitoring phase indicating to the
WSN the frequencies to monitor. During monitoring phase the WSN performs sensing only during
silent periods of secondary network. To permit it, synchronization is necessary between secondary
network and WSN. Moreover WSN needs to know information about the silent periods of the
secondary network. All this information is carried by the monitoring messages sent by FC to WSN
and extracted from the update messages about the allocated frequencies sent by BTS to FC.
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Figure 10: Activities with respect to each phase in which the system is. Exchanged messages are
reported with the number indicated in D7.3.

3.1.1. Sensing module Implementation

The implementation of the sensor node in Scenario #1 will rely on the protocol stack represented
on Figure 7, in which only the sensing and transmission of sensing information will be performed
(and consequently only one RF chain will be used). Indeed, secondary communications are
performed through other separate nodes. The sensing functionality is implemented using the
algorithms described in above sections.

Following the specified trials, the implementation will be based on a PHY layer emulator instead of
wireless links for sensing information transmission. The emulator to be used for that purpose was
specified in D7.3. The scanning and monitoring phases will be done through AGILE RF board.

For this scenario, the sensors are located at different places in the demonstration space and
perform sensing through their RF board and, consequently, their protocol stack for sensing
information transmission will run on separate physical machines and communicate via multicast IP
over Ethernet, as depicted on Figure 11.
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3.1.2. Implementation of Fusion Centre

In the proposed implementation, the FC is a part of CRRM entity which uses two cognitive
channels CPCH and CSCH to carry the signaling messages defined in D7.3 between the FC and
the other modules. A third channel, mapped through the CRRC, is used to manage the initialization
actions and the end of the activities.

Cognitive Pilot CHannel: CPCH is in charge of carrying the messages between the SN and FC

In target demonstration trials, the base station uses this interface with the fusion centre for the
following purposes:

To read a monitoring of the free channels in an area

To notify the fusion centre about the frequency that allocates to SUs and also about the
silent period (SYNC parameters). In this way the FC keeps track of the channels used by a
specific secondary network, and initiates the monitoring of the used channels during silent
period specified by the SN.

The messages carried by the CPCH in the uplink (SN to FC) include:

Open frequency query periodic message from the BTS to the FC to receive the list of
available frequencies. In more general case, this message is sent by the SN (composed by
different BTSs) asking for operation band.

Update SN occupied frequencies periodic message from the BTS to the FC, to identify
the channels selected for cognitive operation with parameters.

The messages carried by CPCH in the downlink (FC to BTS) include:

Update open frequencies periodic message from the FC to the BTS with the list of
frequencies that the SN is allowed to use in the following time period, This list can be
ordered before to be delivered to the BTS in order to optimize frequency selection
procedure at the SN side.

Cognitive Sensing CHannel: CSCH; (sent by each WS node) is in charge of carrying the sensing
information exchanged between the FC and the WSN:

Two phases, dedicated to scanning and monitoring primary resources, are defined as explained in
the section dedicated to module description.

The messages carried by CSCH,; in the uplink (WSN to FC) include:

Update sensing result is a periodic message from the WSN to the FC
including parameters: sensor id, sensing result parameters.

The messages sent by FC to WSN to manage the sensing process and passing through the CRRC
are the following:
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Initiate SCAN is sent from the FC to the WSN, to instruct for starting
continuous scanning on all frequencies considered for cognitive operation.

Initiate MON on occupied frequencies is a periodic message from the FC
to WSN to instruct for monitoring the frequencies used by the SN, in the SN
silent period. SYNC parameters are also part of this message which will
allow to WSN to synchronize to the SN silent period and operate efficient
monitoring phase.

Stop sensing message is sent from the FC to the WSN when the sensing
service is to be closed.

3.1.3. Implementation of Secondary Network

The secondary network interacts with the WSN through the connection between FC and BTS as
explained in the previous paragraph. The information collected by the BTS are used to allocate
frequencies to the secondary users. The messages exchanged between BTS and secondary users
are the following:

Update frequency assignment  periodic message from the BTS to the SU
with parameters SU id and MAC parameters.

Secondary connect message from the SU to the BTS with parameters SU
id, QoS parameters if any.

Secondary disconnect message from the BTS to the SU with parameters
Suid.

At the beginning the BTS, when receives the information about the available channels from the FC,
selects one of these channels to use for signaling purposes and broadcasts it on the CPCH
(sending an “update frequency assignment” message in which the secondary user id is not
specified). At the same time it informs the FC (sending an “update SN occupied frequencies”
message) that the SN will use that channel.

The SUs listens the CPCH and, when they receive the information from the BTS about the
signaling channel, they build the secondary network mapping on this channel the “secondary
connect” messages. In case of primary users detected on the frequency used for signaling
purposes by the SN, the BTS selects (using information received from FC) a new signaling channel
and broadcasts it to the SUs, always using CPCH.

In figure 12 the temporal evolution of exchanged messages of scenario #1 is represented; their
mapping on the described channels is visible as well.
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Figure 11: Demonstration scenario #1 implementation
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Figure 12: Exchanged messages in scenario #1 mapped on the channels

3.2. IMPLEMENTATION OF THE COGNITIVE AD HOC NETWORK
(SCENARIO#2)

In the ad hoc scenario detailed in this section, we focus on the implementation of the modules and
signalling messages defined in D7.3 using the cognitive architecture depicted in Figure 7. The flow

graphs depicted on Figure 13 provide the information exchange specific for this demonstration trial,
including both centralized and distributed channel allocation decision
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Temporal evolution in scenario two is similar to the one exposed for scenario one, but simplified by
the fact that sensors are integrated in secondary users. In this case sensing phase is identical
while, during monitoring phase, each SU will use the silent periods to perform monitoring
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Figure 13: Information flow in scenario #2

decision are shown in figure 14.
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(@)

(b)

Figure 14 a, b: Activities with respect to each pha se in which system is for centralized (a) and
distributed (b) decision. Exchanged messages are re  ported with the number indicated in D7.3.
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3.2.1. Implementation of ad hoc network

In system demonstration scenario #2, sensing capability is included in the secondary nodes.
Thanks to this capability, the secondary network performs its own sensing, decision and adaptation
in order to maximize their capacity without causing harmful interferences to the primary WLAN
system. Secondary nodes form a clusterized ad hoc network, in which this cognitive cycle is
managed locally by the cluster head (the cluster head is intrinsically identical to the other nodes,
but it takes this role because of the topology and neighborhood).

In this scenario, the sensing is performed using a dedicated RF which is also used for the
communication of sensing information between nodes. The secondary cognitive communications
are performed using another dedicated RF to increase system reactivity to primary system activity.
Terminal resources shall be synchronized, using cluster head scheduling, to perform alternatively:

Frequency scanning and monitoring
Measurement reporting both cooperative and non-cooperative communications mode,
and simultaneously:

Secondary cognitive communications (according to sensing information aggregation and
resulting decisions).

In this scenario, the transmission of sensing information is performed over the air. Only sensor-to-
cluster head (non-cooperative mode) and sensor-to-sensor, sensor to-CH (cooperative sensing
mode) or CH to CH (cooperative communication mode) communications are considered. In a real
system, a wired or wireless link to the FC (CRRM entity) should also be implemented for global
spectrum control but it is not implemented here. Sensor-to-cluster head and sensor-to-sensor and
CH to CH (through relaying nodes) communications are conveyed on a dedicated narrow-band
channel.

Centralized decision case

The messages defined in this case, for both scanning and monitoring phases, are mapped to
DCPCH, DCSCH (DCSCH;for each terminal) and through CRRC as follow:

Messages carried by DCPCH in the uplink (From Ad hoc nodes to CH)

Open frequency query message from ad hoc node to the CH when it
wishes to perform cognitive transmission.

Messages carried by DCPCH in the downlink (From CH to Ad hoc nodes)

Update frequency assignment periodic message from the CH to the
transmitting ad hoc nodes to inform the ad hoc nodes about the new
cognitive band where they have to move.

Messages carried by DCSCH,; in the uplink (From Ad hoc nodes to CH)

Update sensing result periodic message from the sensing nodes to the CH
with sensing result parameters.

Messages carried through CRRC

Initiate SCAN message from the CH to the sensing SU, to instruct for
starting continuous scanning on all frequencies considered for cognitive
operation. The message is issued when the ad-hoc network

27



Project: SENDORA | Deliv. ref.: D7.4
EC contract: 216076 Deliv. title: Report on WSN aided cognitive radio platform

Deliv. version: 1.0
Submission date; 15/01/2010

Initiate MON periodic message from the CH to the sensing nodes with
sensing parameters.

Stop sensing message from the CH to the sensing nodes at the end of the
cognitive service in the ad-hoc network.

Secondary disconnect message from the transmitting node to the CH when
it wishes to stop cognitive operation.

In figure 14 the temporal evolution of exchanged messages of scenario #2 (centralized decision
case) is represented; their mapping on the described channels is visible as well.

Figure 15: Exchanged messages in scenario #2 (centr  alized decision case) mapped on the channels

Distributed decision case

In distributed decision case, to perform cooperative sensing mode, the protocol stack shall be
modified to allow the broadcast of DCSCH (DCSCH; for each terminal). The terminals will be then
able to receive the DCSCH; from neighboring sensors to improve their local decision before to
send it to the cluster head (aggregation of refined data) or to assist distributed sensing algorithms.
This mode is introduced to design complete protocol architecture but will be only implemented if
resources allow it.

In this case the CH has two roles: it initiates sensing after network set-up and confirms the
frequency allocation of the SUs, to provide some coordination among secondary transmissions.
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Messages carried by the DCSCH; (ad hoc node to ad hoc node)

Update sensing result periodic broadcast message from the sensing node
with sensing result parameters.

Messages carried by the DCPCH (CH to ad hoc node)

Report frequency allocation periodic message from ad hoc nodes
connections to the CH, with parameters such as source and destination
occupied frequencies parameters...

Frequency allocation ACK/NACK  periodic broadcast message to inform all
ad hoc nodes in the area about frequency allocation list at each node

Messages carried through CRRC

Initiate SCAN message from the CH to the sensing SU, to instruct for
starting continuous scanning on all frequencies considered for cognitive
operation. The message is issued when the ad-hoc network is set up and
contains the following parameters: SU id, SYNC parameters, SCAN
parameters.

Initiate connection message from the source ad hoc node to the destination
node when it wishes to perform cognitive transmission

Confirm connection message from the destination node to the source node
with parameters related to source and destination nodes.

Initiate MON periodic broadcast message from the transmitting SUs with
parameters session id, MON parameters.

Disconnect broadcast message from the transmitting SU when it wishes to
stop cognitive operation, with parameter source and destination SU id,
session id.

Stop sensing message from the CH to the sensing SU at the end of the
cognitive service in the ad-hoc network

In figure 15 the temporal evolution of exchanged messages of scenario #2 (distributed decision
case) is represented; their mapping on the described channels is visible as well.
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Figure 16: Exchanged messages in scenario #2 (distr  ibuted decision case) mapped on the channels

3.2.2. Implementation of cooperative communication mode

This is implemented only in the centralized decision mode but could be easily extended to
distributed decision mode.

Relay selection

Relay selection can be performed both at the CRRM or at the CH levels. In the first option, CHs
report CH-Nodes channel gains (only for common nodes between different CHs) to the CRRM
which selects the best relays and inform the CHs. In the other option, the CHs can use its DCPCH
and common nodes to inform, in a distributed way, neighboring CHs about the best nodes
candidates to be selected as relays. DCPCH can be also used to carry relay selection
confirmation.

Agreement on the way of transmission between the CHs can be also carried using CPCH
broadcasted by all the CH through the selected relays.

Cooperative mode

CH1 and CH2 link is depicted in Figure 2. CH2 can assist CH1 by providing some measurements
data collected in its environment. It will serve also as a gateway to the internet. CHs can use
DCSCH to carry the following messages:
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Request cluster SCAN message from CH1 to CH2, to initiate sensing in
cluster 2

Update cluster sensing result periodic message from CH2 to CH1
including the sensing results of the sensors in cluster 2

Initiate cluster MON periodic message from CH1 to CH2 to initiate the
sensing of frequencies used by the ad hoc nodes in CH1

Stop cluster sensing message from CH1 to CH2 at the end of the cognitive
service in the ad-hoc network.

3.3. SYSTEM PERFORMANCE MEASUREMENTS AND VALIDATION

The system performance measurements validation of cognitive network performance will be done
using EMOS tool developed at Eurecom [KGKAB10].

The EMOS is based on the OpenAirinterface [ABKKO08] hardware/ software development platform
at Eurecom.

The platform consists of a BTS that continuously sends a signaling frame, and one or more UEs
that receive the frames to estimate the channel. Transmitter and receiver consist of a laptop
computer with Eurecom’s dual-RF data acquisition card (called CardBus MIMO).

The EMOS continuously transmits a synchronization symbol, a broadcast channel (BCH), and
additional pilot symbols that can be used for channel sounding purposes. The BCH uses QPSK
modulation and rate 1/2 convolutional code and contains (among other information) the frame
number of the transmitted frame that is used for synchronization among the UEs. The BCH is also
used to determine the frame error rates based on the CRC check. The platform is designed for a
full software-radio implementation, in the sense that all protocol layers run on the host PCs under
the control of the real-time application interface (RTAI), which is an extension to the Linux
operating system.
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4. INTEGRATION PLAN

This section describes the material that will be delivered by technical WPs for the integration of the
demonstrator blocks detailed in the above sections. It also provides an implementation roadmap
for SENDORA demonstrator. We provide below the description of the material needed for each of
the three steps were defined in D7.3 (section 5). Roadmaps with delivery dates are also provided.

The implementation of the demonstrator blocks is based on the specifications reported in D7.3 and
D7.4.

Step 1: WSN aided Cognitive Radio architecture validation using the emulator
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Figure 17: Validation roadmap of Step 1

Step 2: Selected algorithms enabling WSN aided cognitive radio concept implementation and
validation using the architecture validated in step 1.
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Figure 18: Validation roadmap of Step 2

Step 3: WSN aided cognitive radio architecture validation over the air in real environment
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Figure 19: Validation roadmap of Step 3
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5. CONCLUSIONS

In this deliverable, we provide a complete description of WSN aided cognitive radio architecture
proposed for SENDORA demonstrator trials and architecture specified in D7.1, D7.2 and D7.3,
following system requirements defined in D2.1. This demonstrator is composed of blocks studied
and proposed by technical WPs (WP3, WP4, WP5 and WP6 ) taking into account performance and
complexity issues.

The deliverable provides also a detailed roadmap for the implementation and the integration of the
proposed architecture.
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