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EXECUTIVE SUMMARY 
 
This report discusses the network dimensioning and protocol design issues of cooperative spectrum 
sensing for supporting cognitive radio operation. Considering network dimensioning, the document 
describes analytic tools to express the expected sensing performance as the function of the network 
density and derive the necessary level of sensor cooperation for distributed sensing. Considering the 
wireless sensor network (WSN) protocol design, it describes the WSN protocol stack necessary to 
collect the sensing information from the sensors and deliver it for secondary network cognitive 
communication management. 
 
The main goal of this document is to evaluate various solutions for the protocol stack design, covering 
centralized, distributed and clustered network architectures, and different sensing and data fusion 
approaches. In this document we address the different design approaches separately and discuss the 
advantages and disadvantages of the proposed solutions. The conclusions of this deliverable will lead 
our activities in the next phase of the project, when the goal is to define a cross-layer optimized 
protocol stack. 
 
The document covers the two scenarios addressed in the Sendora project: the case when a fixed 
deployed sensor network performs spectrum sensing, and the ad-hoc case, when the secondary 
terminals perform spectrum sensing and share sensing information. 
 
Specifically, the report consists of the following main parts: 
 
– Sensor network dimensioning for reliable spectrum sensing, considering both the fixed WSN and 

the ad-hoc scenarios. This part mainly discusses the case when the sensors perform hard decision 
combining, evaluates the gains of the fixed sensor deployment and the density regions where ad-
hoc networks can achieve efficient spectrum access. In addition we report the first results of the 
evaluation of the optimal soft-decision combining solution and show the gains of soft decision 
combining compared to hard decision combining. 

 
– Sensor network protocol design, mainly focusing on the fixed WSN scenario but also addressing 

some aspects of the ad-hoc case. Here we discuss the traffic flows in the sensor network, present 
the requirements of the protocol stacks, discuss the possible selection of protocols for given 
network layers, considering systems with centralized control and more distributed systems based 
on a clustered, hierarchical network architecture. We present the first results of the cross-layer 
optimization efforts, specifically discussing the possibility and efficiency of jointly optimized 
information aggregation, routing and sensor selection. 

 
– Finally, we present in detail the protocol stack adapted for the demonstration activities of the 

project. For demonstration, the Eurecom/Thales OpenAirInterface stack will be used. This stack is 
not optimized for the specific application of distributed spectrum sensing but allows the 
demonstration of sensing and cognitive capabilities in the scenarios already specified in D7.2 
deliverable. Here we describe the extensions of the available protocol stack that will be provided 
for the demonstrations.     

 
In this deliverable WSN protocols are discussed and evaluated in isolation. The cross-layer 
optimization of the protocol stacks will be reported in deliverable D6.3, entitled “Report on cross-layer 
protocol stack design” . 
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1 INTRODUCTION 

1.1 PURPOSE OF THE DOCUMENT 

The purpose of this document is to summarize the results of the WSN dimensioning and protocol 
design activities performed in WP6. The results reported in this deliverable will guide the continuation 
of the protocol design in WP6 and will give inputs for the demonstration activities in WP7, 
considering both the validation trials and the simulation based evaluation. 
 
Specifically, we specify the communication requirements in the WSN, derived from the interference 
constraints in the primary system and motivate the design of an original protocol stack. We then 
summarize our results on sensor network dimensioning, considering the requirements of reliable 
sensing. The output of sensor network dimensioning is the preferable sensor density, which then in 
turn is input for the protocol design.  
 
Considering the protocol design, we report some different approaches for efficient spectrum 
measurement fusion, considering individual elements of a protocol stack. In this deliverable these 
protocols are discussed independently from each other, however, these evaluations should then lead to 
the cross-layer optimized design performed in the last part of the project. The goal of the deliverable is 
to collect all information that is required to start this overall system optimization. 
 
In addition we describe the protocol stack that will be used for system demonstrations: to allow the 
demonstration of the validation trials defined in D7.1 and detailed in D7.2, the Eurecom 
OpenAirInterface protocol stack (depicted in deliverable D7.2) will be adapted and extended, in 
particular to play the role of WSN nodes in the validation of the WSN aided Cognitive Radio concept. 
 

1.2 DOCUMENT VERSION SHEET  

Version Date Descr iption, modifications 
1.0 07/07/2009 First release 
   

 

1.3 DOCUMENT ANNEXES  

The document annexes A, B and C are confidential to the Consortium members and to the 
Commission Services. 
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2 SYSTEM DESCRIPTION AND PROTOCOL REQUIREMENTS  

2.1 THE WSN AIDED COGNITIVE RADIO NETWORK 

We consider the Sendora reference system defined in project deliverable 2.1 version 3.0. A cognitive 
network in the area of a primary network operation would like to use the spectrum left unused by the 
primary system. It is allowed to do that if it can ensure that the quality of service degradation in the 
primary system will be limited. To achieve this, the cognitive network aims at controlling its 
transmission characteristics, for example, used bandwidth and transmission power. This cognitive 
control is based on spectrum availability information collected from the area where the secondary 
transmission could cause interference. The spectrum availability information is provided by spectrum 
sensors. The spectrum sensors may be deployed for this specific reason and then they form a fixed 
wireless sensor network (WSN), or can be implemented in the secondary units, in this case they form 
an ad-hoc network. In both cases the cooperative decision of a set of sensors is required for reliable 
spectrum sensing, and therefore two issues have to be addressed: what is the necessary density of the 
sensor network to achieve reliable sensing, and what protocol design fits this specific scenario. 
 

 
Figure 1: Wireless sensor  network aided cognitive radio 
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2.2 SYSTEM REQUIREMENTS  

The communication protocol design is driven by the requirements of the application, that is, the 
cooperative spectrum sensing that will support the cognitive operation in the secondary networks. 
Therefore, to define the quality of service requirements in the fixed or ad-hoc wireless sensor networks 
we have to start with the requirements of the primary technologies. 
 
Project deliverable D2.1 summarizes these quality constraints for possible primary technologies, 
including WiFi wireless LANs, UMTS/HSPA cellular mobile networks, LTE based cellular mobile 
networks and digital television, specifically: maximum response time, maximum outage probability, 
acceptable level of interference, maximum transmission power, signal bandwidth and signal detection 
threshold.  
 
These constraints are to be considered by different cognitive radio functionalities such as sensing, 
interference management and information transmission – that is, protocol design. Specifically: 
-  Maximum response time: limits the time available for the fusion of sensing information and the 

transmission of control information. The time of communication, further limited by the sensing 
time, which will be a part of the response time. 

-  Detection threshold and transmission power: together defines the communication radius of the 
primary system and directly controls the interference management functionality. It also defines the 
area of possible interference and therefore the area of sensing information fusion. This in turn 
affects the communication protocol design. 

-  Acceptable level of interference: affects the interference management, but also the granularity of 
the sensing information the wireless sensor network has to collect – that is, the network load. 

-  Outage probability: limits the response time and the probability of interference over the acceptable 
level. Affects the performance requirement of sensing in terms of accuracy and sensing time, and 
the communication protocols, through response time. Affects also the interference control – since 
only scheduled transmissions can cause outage even if some primary signals have not been 
detected. 

 
Based on the above constraints we can define performance measures for network dimensioning and 
protocol design. The performance measures that directly affect the primary performance is 
interference probability and response time. The interference probability depends on the signal missed 
detection probability, and on the secondary network load, while the response time depends on the 
communication and sensing delays. The missed detection probability depends on the granularity of the 
collected information. Communication delays depend on the communication patterns and protocol 
stacks and on the amount of information to be collected from each sensor, that is, on the information 
granularity. More data to transmit usually means larger delays in the considered limited bandwidth 
scenario. 
 
From the secondary network point of view the performance measure is the utilization of the free 
frequency resources. This depends on the sensing time – the secondary users are not allowed to 
transmit during spectrum sensing, and on the communication delays, since no secondary users are 
allowed to transmit until a decision is made, and on the probability of false alarm, that is, on the 
probability that a channel is detected occupied, while it is actually free. Again the false alarm 
probability is a function of the information granularity. 
 
Finally, the communication protocols should maximize the utilization of the secondary network, given 
that primary system constraints are hold.  
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The first question we have to investigate is whether existing communication protocol stacks well suit 
our scenario. In that case all we need is to design the application protocol, that is, the message 
exchanges:  

– between the secondary units and the WSN for the cognitive control, 
– and within the WSN for cooperative sensing. 

2.3 COMMUNICATION PATTERNS AND PROTOCOL OBJECTIVES 

The protocol objectives are directly related to the communication needs of the application. In our case 
the application is the sensing information fusion to assist cognitive radio operation. Therefore the 
application consists of information exchange between the secondary units and the sensor network to 
request and assign available frequencies and within the sensor network to define the set of available 
frequencies.  
 
Reactive and proactive communication 
 
We use the term reactive sensing if these two communication flows are coordinated and the terms 
proactive sensing if they are not coordinated, but the collection of sensed information runs 
independently from the secondary requests. Both will be considered in the protocol design reported in 
section 4. 
 
Centralized and decentralized sensing 
  
We can talk about centralized and decentralized sensing depending on the existence of a central unit 
that collects spectrum measurements and assigns frequencies to use in the cognitive network. We use 
the term fusion centre for this central unit. If spectrum sensing is performed by the secondary units the 
cluster head of the secondary network acts as fusion centre for that ad-hoc network. Then an upper 
level entity might be necessary to coordinate and validate the frequency assignments done by the 
cluster heads. 
 
In a fully decentralized solution the secondary unit asks the nearby sensor for free frequencies (or 
collects all necessary information itself in the case of the ad-hoc scenario). In the middle we can define 
clustered solutions where information is fused locally and exchanged among these units. 
 
Information exchange between the secondary units and the sensor  network 
 
The information exchange between the secondary units and the sensor network is defined by WP4 in 
deliverable D4.2. The information flow graphs were also reported in D7.2 at the description of the 
demonstration scenario.  
Figure 2 repeats some of the scenarios to ease the understanding. The above figures do not show the 
information exchange within the WSN, that is, all the messages that are necessary to provide 
frequency availability information to the fusion centre (FC). 
 
 



Deliv. ref.: D6.2 
Deliv. title:  Network dimensioning and protocol design 
Deliv. version:  1.0 

Project:  SENDORA 
EC contract:  216076 

Submission date:  07/07/2009 
 
 

           Page 8/51  

Secondary 
Network

Fusion 
Centre

Sensor
Network

Request for bandwidth

Measurement periodic update

Measurement periodic update

Measurement periodic update

Frequency allocation

Frequency allocation 
periodic update

Frequency allocation 
periodic update

Frequency allocation 
periodic update

Disconnect
Measurement periodic update

Secondary 
Network

Fusion 
Centre

Sensor
Network

Request for bandwidth

Sensors activation

Measurements

Measurement periodic update

Measurement periodic update

Measurement periodic update

Frequency allocation

Frequency allocation 
periodic update

Frequency allocation 
periodic update

Frequency allocation 
periodic update

Disconnect

Sensors deactivation  
 

Figure 2: Centralized control with proactive and reactive sensing 
 
 
Character ization of protocol requirements 
 
The main goal of our protocol design work is to define the optimal communication patterns that fulfil 
the requirements of the application. 
 
Let us collect the main characteristics of the distributed sensing application: 
-  Amount of information to be transmitted: sensors in the area of possible interference have to 

report spectrum availability information periodically, and over a larger set of frequencies. That can 
mean a couple of bytes even in every 10ms per sensor. The amount of raw data to be transmitted is 
rather high, at least compared to the estimated available transmission rate of the shared medium 
which is in the range of 10kbps. 

-  Transmission delay: the delay of information fusion and the transmission of control information to 
the secondary unit should be in the ms range to fulfil the response time constraints of the primary 
units and still achieve an acceptable level of cognitive network utilization. 

-  Information locality: there are two levels of locality in the considered system. For distributed 
sensing, measurements of nearby sensors have to be considered, while for cognitive actuation, 
distributed decisions from the possible interference region has to be taken into account. 

-  Measurement correlation: measurement information of nearby sensors is expected to be correlated. 
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-  Spectrum sensing itself consumes significant energy, and as a consequence, the energy 
consumption of transmission protocols is not considered as a priority, even if it shall be optimised 
when possible. 

-  Spectrum sensing over a large set of frequencies is a complicated tasks and spectrum sensors are 
expected to be expensive. 

 
Considering the above characteristics we can conclude that our application is: 
-  not a typical sensor network application, since: energy is not the main issue, the units are not 

simple and cheep, the traffic level is high and the delays strict, the fusion pattern is complicated 
due to information locality and the undefined position of the primary and secondary units; 

-  not a typical wireless mesh application (WiMax), which is optimized to carry point-to-point 
transmissions; 

-  not a typical personal area network, like Bluetooth, since transmission distances are higher. 
 
Therefore we claim that the design of a dedicated protocol is necessary to satisfy the needs of the 
spectrum sensing application. The protocol should be able to fuse periodically generated messages 
with low transmission delays. To relax the high requirements on the protocol, we can take into account 
that i) the measurement data has localized importance and ii) nearby measurements can be correlated 
due to the features of the measured phenomena (radio signal). Therefore, by clever protocol design we 
can achieve that only information that is significant for the cognitive operation is fused, decreasing in 
this way the required transmission rates.  
   
 
 



Deliv. ref.: D6.2 
Deliv. title:  Network dimensioning and protocol design 
Deliv. version:  1.0 

Project:  SENDORA 
EC contract:  216076 

Submission date:  07/07/2009 
 
 

           Page 10/51
  

3 WSN DIMENSIONING FOR SPECTRUM SENSING  
In this section we summarize our results on sensor network dimensioning, considering sensing quality. 
Considering the fixed sensor network that is deployed to assist the cognitive operation we derive the 
required network density and the optimal level of sensor cooperation to perform distributed sensing. 
Considering the ad-hoc network scenario where the secondary users themselves perform the spectrum 
sensing and share this information with each other we evaluate the sensing performance with respect 
to the network density, but address also the effect of sensing failures considering the caused 
interference and the capacity available for the secondary users. Finally we report some results on 
distributed sensing with optimal soft information combining. 
 
We will return to the problem of network dimensioning in the last period of the project. Using the 
mathematical framework already defined we will incorporate the results of the project on advanced 
spectrum sensing techniques and perform the network dimensioning exercise to consider even the 
communication needs, which in turn depend on the protocol stack. 
 
Previous work in the area of distributed sensing for cognitive operation has mainly been focusing on 
the problem of cooperative detection of a single, high power primary source, like Digital TV 
broadcasters. Authors in [1] analyze how cooperative sensing of TV signals reduces the requirements 
for single sensors in terms of channel detection times and reliability of observations. In [2] and [3] it is 
concluded that cooperative sensing can provide high reliability spectrum measurements in fading 
environments, where single sensor performance is not acceptable. In [3] a trade-off between the level 
of sensor cooperation and delay overhead is also studied. The signal detection in these papers is based 
on energy detection schemes though lately more sophisticated techniques are introduced as well  [4]. 
Experimental results for single and cooperative sensing with energy detection are presented in [5]. 
Authors in [6] study the performance of cooperative sensing under hard decision combining and OR 
and AND decision rules, while [7] extends the study to include log-likelihood ratios and weighted hard 
combining. A scenario similar to the one in our work is considered in [8], as it addresses the case 
when the secondary system operates on the same spatial scale as the primary one. It assumes 
collaboration among the secondary nodes and investigates the node density required for reliable signal 
detection. Based on channel budget calculations it concludes that an unrealistically high density of 
active secondary users is necessary under realistic values of signal attenuation. Interference modelling 
in cognitive networks is addressed in [9] and [10]. The authors of [9] propose a way to model the 
interference between the primary and cognitive network, where the interference originates from 
imperfect spectrum sensing. They investigate the trade-off between the capacity of the cognitive 
network and the interference caused to coexisting primary users. The paper assumes that a missed 
detection always results in interference and does not consider the interference between the primary and 
secondary users as distance-dependent. A recent interference modelling approach that takes the spatial 
distribution of the cognitive users into consideration is proposed in [10], where the authors model the 
accumulative interference to a primary user in the case of multiple simultaneous cognitive user 
transmissions. 
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3.1 WSN DIMENSIONING FOR THE CASE OF FIXED DEPLOYED SENSOR 
NETWORK AND HARD DECISION COMBINING 

First we give an overview on the fixed WSN dimensioning problem. The detailed description of the 
mathematical model and extensive set of numerical results are available in [11]. 
 
Scenar io descr iption 
 
The addressed scenario is depicted on Figure 1. The primary and secondary systems – base stations as 
well as end users - are located in the same geographical area. The wireless sensor network (WSN) that 
implements the spectrum sensing process is deployed deterministically according to a regular pattern. 
Specifically, we examine the triangular and square patters. The density of the network is characterized 
by the distance between two arbitrary adjacent sensors (minimum distance). For simplicity we 
consider only the sensing on a single frequency band. 
 
The cognitive actuation process is as follows. Sensors are actively sensing the frequency band 
according to a slotted schedule. Each time-slot starts with a measurement period. Once the local 
measurements are taken, the information is transmitted to a central network entity, called fusion 
centre. By combining received local information according to the cooperative sensing rules, the fusion 
centre updates spectrum occupancy map consisting of the possible locations of active primary 
transmitters. A spectrum map corresponds to a particular frequency band; a complete spectrum 
occupancy map consists of a set of parallel maps associated with each band that is available for 
dynamic spectrum access. 
 
Secondary units wishing to communicate in the considered area first request available frequency bands 
from the fusion centre. Based on the frequency maps -- and possibly knowing or estimating some 
other system parameters, like primary transmission power and channel gain -- the fusion centre 
allocates frequencies and transmission powers for secondary users such that the interference at the 
primary receiver will be kept below the value specified for the given particular primary system. These 
frequency and power allocations are valid for one time-slot; the fusion centre sends periodic updates to 
the secondary units. The period of the updates is defined by the primary system constraints. Primary 
transmissions are not synchronized with the secondary ones. Therefore, when a primary node starts to 
transmit, its transmission may interfere with a secondary transmission correctly scheduled for that 
period. 
 
We assume that the WSN can use a narrow licensed frequency band to set up a common control 
channel (CCC) for communication among the sensor nodes, as specified in deliverable D2.1. All 
communication from and to the secondary unit, the fusion centre, and the sensors use this band. We 
remind that the reason for choosing a licensed band is to ensure the reliable and fast transmission of 
sensing information. 
 
In this report we assume that sensors perform energy detection. Each sensor makes a "yes" or "no" 
(binary) decision about the existence of the signal based on the energy collected during the 
measurement period. Cooperative decision is made by combining these decisions. Sensor cooperation 
is implemented based on the general k-out-of-n rule, implying that for a positive conclusion regarding 
spectrum occupancy at least k out of a total of n collaborating sensors must provide positive local 
decisions. AND and OR decision policies are special cases of the general k-out-of-n rule. The k-out-
of-n rule in our case is implemented in the fusion centre. The fusion centre considers all groups of n 
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sensors that could provide a cooperative decision and performs a global decision for each of these 
group of nodes. The outcomes of all the global decisions constitute the spectrum occupancy map. 
 
Cooperative sensing and level of cooperation 
 
Because of signal attenuation due to path-loss the received signal power collected at an energy 
detector decreases as the distance between the sensing device and the primary transmitter increases. In 
addition, due to multi-path fading and shadowing phenomena the stochastic properties of the received 
signal power make it harder to distinguish from background noise power. For a given energy threshold 
the probability of detection can therefore be described as a decreasing function of spatial distance and 
noise and fading variances. This implies that a sensor can significantly contribute to the cooperative 
decision only if its distance from the primary transmitter is low. At the same time the diversity gain of 
cooperative sensing decreases if sensing nodes are very close to each other and their measurements 
become correlated. 
 
To reflect this dependency on the distance of the primary transmitter and the sensing nodes we define 
the set of sensors that are in the same distance from a point in space as tiers. For example, if the sensor 
network forms a triangular grid, we pick the centre of a triangle, and define the tiers around it. As 
shown on Figure 3 there will be three sensors in the first tier, three in the second, six in the third, etc. 
 

 
Figure 3: Sensor  tiers of cooperative sensing 

 
System model 
 
We consider the pair of basic performance metrics to evaluate the detection performance of the 
wireless sensor network. The probability of missed detection expresses the probability that an active 
primary user could not be detected by the sensor network within a sensing interval. The probability of 
false alarm defines the probability that while no primary transmitter is active the system makes a 
positive decision. These metrics -- as functions of the particular system design principles and 
parameters, like decision rules, network density or signal detection times -- provide quantitative results 
on the interference on the primary system and the throughput of the secondary system. 
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The probability of false alarm at an arbitrary sensor depends on the selected detection time as well as 
on its radio environment in the absence of primary signals, i.e. the noise power. The probability of 
missed detection, however, depends on the location of the primary transmitter as well. Since the 
sensing performance of the WSN depends on the primary transmitter location, we could consider the 
average sensing performance, or the worst case sensing performance, or even some more detailed 
statistics. Since interference limits have to be hold even when the primary transmitter stays in an 
unfortunate physical location, we decide to model and evaluate the worst case sensing performance, 
that is, when the location dependent missed detection probability is the highest. 
 
We consider OR decision rule for the cooperative decision. In this case the missed detection 
probability is the highest when the distances between the primary transmitter and the sensors of a tier 
are jointly maximized. This is the case when the hypothetical primary user lies at the centre of the 
first-tier-triangle. 
 
Sensing performance based on energy detection is extensively studied in the literature. In our proposed 
scheme the sensors are sampling within a band of interest for a given sensing period. Energy 
estimation is formed by squaring and integrating the received samples within this time period. The 
measurement is compared to a pre-selected energy threshold and a hard (binary) decision is formed. 
Increasing the decision threshold increases the missed detection probability and decreases the false 
alarm probability, while decreasing the decision threshold has opposite effects. 
 
A simple power model is considered to model the signal propagation at the radio link between a 
primary transmitter and a sensor. We also consider small-scale Rayleigh fading as well as log-normal 
shadowing for the received signals at the sensing nodes. Additive white Gaussian noise is considered 
to account for the background noise at the receiver. Considering fixed or slowly moving users for the 
primary network, and allowing other objects, i.e. possible scatterers, to move at a speed of up to 10 
m/s, the channel coherence time is in the order of 5 ms. Therefore within a sensing interval we can 
consider the channel as slowly fading, which means that for a sensing interval we can assume the same 
fading gain. 
 
The correlation distance of the small scale fading is in the order of tens of wavelengths. For carrier 
frequencies around 2GHz the wavelengths are in the order of 15 cm. The correlation distance of the 
shadowing attenuation depends on the considered propagation scenario. For urban or dense-urban 
scenarios the correlation distance of the shadowing effects is in the range of 5 and 50 meters. For 
simplicity we assume that minimum sensor distances are larger than 50 meters, which means that 
sensor observations can be considered independent. We will evaluate this assumption based on the 
numerical results. 
 
Numer ical results 
 
Now we give some representative numerical results on the probabilities of false alarm and missed 
detection with respect to WSN density and for different levels of sensor cooperation (corresponding to 
different numbers of participating tiers). We consider OR decision rules and worst case performance 
for missed detection probability. The evaluation is conducted based on two different primary 
technologies: WLANs and 3GPP Long Term Evolution cellular systems. Both systems employ OFDM 
modulation with, however, different transmission power, coverage ranges, operating frequencies and 
interference constraints. 
 
Table 1 lists the parameter setup for the performance evaluation. Two different sets of parameters are 
to be used for the two different case studies. The width of the sensing band is chosen to 200kHz, to 
allow for cognitive operation within OFDM sub-bands. 
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Case Study WLAN 3GPP LTE 
Signal Bandwidth 20MHz (all channels) 5MHz 
Signal Power 15dBm 24dBm 
Path Loss 4.5 4 
Shadowing (mean, variance) 0dBm, 10dB 0dBm,5dB  
AWGN Power -96dBm -96dBm 
Mis. Detection Probability 10-3 10-6 
Sensing Time 0.25msec 50� sec 
Sensed Band Size 200kHz 200kHz 
Signal Power in Sensed Band -5dBm 4dBm 

Table 1: L ist of parameters in the considered case studies 
 
Figure 4 presents the results for the first case study where the primary technology is an 802.11x 
WLAN. First it shows the worst case missed detection and false alarm probability pairs for 55m sensor 
distance. On one curve, the missed detection and false alarm probability values are tuned by changing 
the detection threshold value at the single sensors. As the figure shows, the detection performance 
improves with the number of cooperating sensor tiers, up to a certain point, where no further 
improvement is possible with increasing the number of cooperating sensors. Increasing the number of 
sensor tiers that contribute to the decision process decreases the missed detection probability, since 
more information is aggregated into the cooperative decision. The reliability of the added information, 
however, decreases with the distance from the primary transmitter. At the same time, keeping the 
decision threshold constant, the probability of false alarm increases continuously as more and more 
sensors are added to perform the global decision. Therefore, there is an optimum of the number of 
sensor tiers that should be included in the decision process. In Figure 4.a five tiers achieve the best 
performance for all considered decision threshold level. 
 

 
Figure 4: a) Sensing per formance for  var ious levels of cooperation and b) false alarm probability as a 

function of network density. WLAN case study. 
 
In the following we keep the missed detection probability constant – since that is controlled by 
primary system regulations – and evaluate how the false alarm probability depends on the sensing time 
and the WSN density. In Figure 4.b we compare the probability of false alarm with respect to network 
density for different missed detection probabilities and channel detection times. The inter sensor needs 
to be around 50 meters to keep the probability of false alarm around 1-5%. This density should be 
feasible for WLAN primary systems. 
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Figure 5 depicts the numerical results for the LTE case study. The detection of LTE signals could be 
considered to be an easier task, compared to the WLAN case scenario, due to higher transmission 
powers of primary signals. The more strict detection constraints, however, as well as a difference in 
missed detection probability constraint of about 3 orders of magnitude result in a quite similar required 
sensor network density. A larger inter-sensor distance is allowed but it is clearly of the same order of 
magnitude. Since this density seems to be quite high, as future work we will investigate ways of 
decreasing this density requirement, by more sophisticated sensing solutions or by substituting the 
hard decision combining with optimised soft decision combining for distributed spectrum sensing. 
 

 
Figure 5: Probability of false alarm as a function of network density. LTE case study. 

 
Finally, we conclude that our assumption that shadowing does not introduce correlation among the 
observations of the nearby sensors holds, since the minimum sensor distance is over 50m in both 
scenarios. 
 
Above we investigated the WSN density requirements considering the sensing performance measures 
probability of false alarm and probability of missed detection. Note however, that other performance 
requirements may necessitate higher densities. First, the way distributed sensing is performed also 
affects the accuracy of primary transmitter localization. By increasing the number of cooperating tiers, 
the spatial accuracy of the transmitter localization decreases, which may lead to lower spatial 
frequency reuse. (E.g., on Figure 3, and considering single tier cooperation and OR decision, the 
primary transmitter can be anywhere in the shaded area.) To keep the detection performance at high 
spatial granularity, the density of the sensor network may have to be increased. Second, since the 
bandwidth of the common control channel is fixed, higher network density may be required to achieve 
the transmission rates required for spectrum measurement fusion. Network nodes in this case may be 
of different types: some of them performing spectrum sensing, others only forwarding measurement 
information. 
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3.2 WSN DIMENSIONING IN THE AD-HOC SENSOR NETWORK CASE WITH 
HARD DECISION COMBINING 

Now let us consider the case when the secondary users themselves perform the spectrum sensing and 
share this information with each other to improve sensing quality by cooperative sensing. Clearly, the 
random location of the secondary users will make the cooperative sensing less reliable – even when 
there are many secondary users in the area their uneven positions may lead to low sensing quality in 
some areas. For the same reason some of the measurements may be correlated, decreasing the 
efficiency of distributed sensing this way. Our goal is to express this decreased efficiency compared to 
the fixed WSN case by comparing achievable false alarm and missed detection probabilities under 
similar network densities. 
 
In this ad-hoc scenario however, low secondary user density means low secondary load as well, that is, 
when there are very few users in the area their sensing may be of low quality, but they will use only a 
small part of the bandwidth that is detected free – therefore, the interference caused to the secondary 
system will not be necessarily high. We investigate the interference – secondary user density trade-off 
by adopting a simple interference and cognitive actuation model and by optimizing the system 
parameters to achieve maximum cognitive capacity under limited interference probability.  
 
The detailed scenario description, the evaluation of sensing performance in the ad-hoc case and the 
evaluation of achievable cognitive capacity in the ad-hoc network is presented in the confidential 
Annex A.  
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3.3 WSN DIMENSIONING WITH SOFT DECISION COMBINING  

In this case, instead of taking a decision per each sensor measurement and combining the binary 
decisions, the sensor measurements are combined themselves and a decision is taken based on the 
resulting combination. Let In represent the integration of energy over a speci� c time-frame at the n-th 
sensor. On one hand, the SN could straightaway compare In against a local threshold � n and take a 
decision regarding whether the frequency band is free or not. On the other hand, a better decision can 
be achieved by combining the data from several sensors, either through a centralized algorithm [19] or 
through a distributed algorithm [20]. The literature suggests the likelihood ratio test (LRT) as an 
optimal decision rule [21]. However, the complexity in globally attaining a LRT in a centralized 
algorithm is substantial [22], thus distributed methods are more desirable. However, distributed 
solutions generally require gossiping, for example SNR gossiping [24]. 
 
The approach in [19] derives the optimal weights through a centralized convex optimization. Another 
centralized approach in [24] derives closed-form weighting factors as function of the SNR. 
 
In this work, we consider the problem of weighting several measurements so as to get the best possible 
decision about occupancy. The information is weighted and forwarded through the next hop. Reaching 
the FC, the � nal decision is taken when the aggregate is compared against the global threshold � FC as 
shown in the following equation. 
 

wn ×In( )
n=1

N

� < l FC

 
 
where wn is the optimal weighting factor at each node n. 
 
Another potential approach could make use of a temporal support vector machine (SVM) that 
classi� es samples and sets an optimal boundary between the two sets (occupancy vs. non-occupancy), 
which could in turn be translated into a weighting factor. The details of the work is elaborated in 
Annex B, as it is pending upon a conference submission. 
 
The future work on dimensioning includes a study on the sensing performance with optimal soft 
decision combining as discussed in Section 4.7 with respect to WSN density for the cases of � xed and 
randomly deployed networks. Moreover, we will also evaluate thoroughly the performance based on 
the latter methodology but taking into account the quantization of samples, benchmarking it against 
hard decision combining. We will take into account several issues: (a) sampling time, (b) level 
quantization, which implies different levels of transmission power expenses (c) detection probability, 
(d) false-alarm probability, and (e) different combination strategies. 
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4 PROTOCOL DESIGN 

4.1 WIRELESS SENSOR NETWORK ARCHITECTURE 

In this section we identify several possible choices for the sensor network architecture and the 
consequent protocol stack design. The choice of a specific architecture among the ones described here, 
is heavily dependent on the characteristics of primary and secondary networks, in particular on relative 
sizes of the area of service of the networks and the coverage radius of the transmitters. Since the 
SENDORA project is not targeted at a specific type of secondary network, we choose to investigate 
different architectures suitable for different scenarios. 
 
In the following, we consider a fixed wireless sensor network. Part of our discussion and results, 
however, can be extended to the ad-hoc nomadic scenario, as long as the network topology does not 
change quite often. The main differences between the ad-hoc case and the WSN case reside in all the 
issues related to energy consumption, in a lower control over the sensing granularity, and the need for 
sensor localization and topology control. 
 
We first study the system wide behavior to identify the sensor network functionalities and 
communication patterns. We will then discuss different protocol stack alternatives for the different 
scenarios.  
 
In a WSN aided Cognitive Radio scenario, the goal of the sensor network is to deliver to the secondary 
network suitable information on frequencies available for transmission. This information, in turn, is 
obtained through the elaboration, on behalf of the sensor network, of data coming from the sensors 
about the spectrum occupancy from the primary, licensed,  network(s) in the frequency, time, and 
space domains. Before describing the sensor network architectures we will consider, let us make some 
remarks on important factors that have an impact on the sensor network design. 
 
As said in Section 2, the system response time is a crucial system parameter, i.e. it is important that the 
information delivered to the secondary network is not outdated. Needless to say, the sensor network 
architecture has a strong impact on the system response time: the flow of information inside the sensor 
network, from the sensors to the entity in charge of the decision on the frequency assignment, 
introduces an inevitable delay. Interestingly, there are two fundamental parameters of the 
secondary network that affect the entity of this delay, and hence can drive towards a specific choice 
of the sensor network architecture. The first one is the transmission range of secondary users, i.e. their 
transmit power, the second is the size of the area of the cognitive operation, i.e. the area over which 
the sensor network offers its service to one, or more, secondary networks. 
 
The transmission range of secondary users impacts on the delay because it determines the size of 
the possible interference region of secondary users, hence the number of sensors involved in the 
decision process: a higher number of sensors, for a constrained WSN system bandwidth, means a 
higher delay in delivering local information to the entity in charge of fusing the data.  The size of the 
service area of the secondary network impacts on the delay because in an extended region it may 
happen that the entity in charge of processing the sensors data is located far from the secondary user 
which is the destination of the decision, in which case the message should be routed to the destination 
through a multi-hop pattern, thus increasing delay. 
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We will consider two different network configurations: the first configuration is a fully centralized one 
with a single network wide fusion centre (FC) which controls the sensor network, collects 
measurements and interacts with secondary users; the second solution divides the sensors network in 
clusters, each controlled by a local fusion centre named cluster head (CH). Each CH controls the 
sensing of the local sensors and is responsible of frequency assignment within the cluster. In each 
configuration we can consider a proactive version, whereby sensing is run periodically by all nodes in 
the networks and a reactive version whereby sensing is run on demand when secondary users ask for 
frequency in a given area.  The first solution can be seen as a good candidate either when the service 
area of the secondary network is small and each secondary user can be reached by the FC with one or 
few hops, or when the delay requirements are not so strict. The clustered architecture is instead 
preferable when the secondary network operates over an extended area and the delay requirements are 
more stringent. 
 
Centralized Solution – Fusion Centre 
 
In these scenarios the fusion centre collects the sensing information from the sensors. SUs interact 
with the fusion centre for frequency requests.  
 
Proactive Case 
 
In the proactive case sensing is carried out periodically by all sensors in the network. The sensing 
decisions are periodically diffused to the fusion centre which, as a consequence, has a complete 
frequency availability map of the area. The SUs entering the sensing area contact the fusion centre and 
ask for available frequency in their transmission region. The fusion centre assigns to the SUs available 
frequencies according to some criteria. The frequencies assigned to the SUs are updated over time. 
Updates may occur on a periodic bases or being dictated either by primary users activity which may 
occupy frequency assigned to the SUs or, by SUs movement to another region in the area.  
 
Reactive Case 
 
In the reactive case sensors do not sense the surrounding spectrum unless so required by the fusion 
centre.  The SUs entering the sensing area contact the fusion centre and ask for available frequency in 
their region. In response to this request, the fusion centre activates sensors. The sensors which are 
activated are those which cover the area of potential SU transmission. As sensors send their 
measurements, the fusion centre determines a suitable frequency/bandwidth which is assigned to the 
requesting SU. The frequency assignments are updated over time to reflect time varying condition 
either in the primary and /or secondary user activities.  
 
Clustered Solution – Cluster  Heads 
 
In these scenarios the area is divided in clusters. In each cluster a node takes the role of Cluster Head 
(CH) and acts a local fusion centre. A global fusion centre may still be present with the role of 
collecting and storing spectrum information from the CH over time but with no active role with 
respect to sensor activation and frequency assignment.  
 
CHs make the frequency assignments for the SUs that are located in their clusters. It is worth pointing 
out that the clustered solution gives rise to the problem of distributed channel assignment, i.e. it should 
be avoided that the same channel is allocated to SUs in nearby cluster that can interfere with the 
respective receivers. This contention might be solved on the cognitive control level, that is, letting 
CHs exchange spectrum availability and assignment information, or within the medium access control 
of the secondary network. 
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As it will be clear in the section devoted to the description of the protocol stack functionalities, in the 
clustered network configuration there may be three different behaviors of sensors and cluster heads to 
sense the spectrum, collect and process the data to deliver the desired information to the secondary 
users: 
 
Proactive behavior 
 
In the proactive case sensing is carried out periodically by all sensors in the network, possibly 
employing a cooperative sensing algorithm at the local level. The sensing decisions are periodically 
diffused to the CHs which have complete frequency availability map of the associated cluster. CHs 
may also exchange their frequency availability map with neighboring CHs. A SU entering the sensing 
area contacts the closest CH, i.e., the CH of the cluster the SU is in. The CH cooperates with the CHs 
whose cluster overlaps with the SU transmission range, collects the information from those cluster 
heads and combines with its own data to provide a complete map and responds to the SU.  
 
Hybrid proactive-reactive behavior 
 
In the hybrid case, the low level sensing operations, in particular those related to cooperative sensing 
are performed in a proactive way. In other words, each sensor locally interacts with its neighbors to 
achieve better performance of its spectrum occupancy estimation/decision capability in a proactive 
way, but keeps the result of this collaboration stored locally. Conversely, forwarding of local 
information spread all over the region of interest in different nodes is performed reactively, i.e. when a 
CH receives a request from transmission from the secondary network: only upon a request by the 
secondary network sensors-cluster head communications and inter-cluster head communications take 
place. 
 
Reactive behavior 
 
In the reactive case sensors do not sense the surrounding spectrum unless so required by the cluster 
heads. The SUs entering the sensing area contact the closest CH and ask for available frequency in 
their region. In response to this request, the CH activates sensors in its cluster and contacts the nearby 
CH whose cluster overlaps with the SU transmission range, which will themselves activate their 
sensor as needed. The CH collects the information from the sensors in the cluster and from the nearby 
CHs to provide a complete map and responds to the SU. The frequency assignments are updated over 
time to reflect time varying conditions either in the primary and /or secondary users activities.  
 
From the above description we can recognize all scenarios are characterized by the same 
functionalities and communication patterns, as we summarize below: 
 
1. Secondary users contact the closest CH or the fusion centre asking for an available frequency. The 

CH (fusion centre) sends a response. 

2. Sensors sense and generate local estimates. To this end they may exchange information with 
nearby nodes to perform cooperative sensing estimation/decision. 

3. Estimate/decisions are transmitted from the sensors to the respective CH or to the fusion centre. 

4. CHs communicate with nearby CHs to request/respond cluster frequency availability maps. 

We detail each of these functionalities in the next sections. 


