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EXECUTIVE SUMMARY

This document is the deliverable D3.1 entitled "Spectrum Sensing Algorithm Evaluation” of the FP7
ICT SENDORA (SEnsor Network for Dynamic and cOgnitive Radio Access) project. It
contains a review of spectrum sensing algorithms used for identifying underutilized spectrum in
cognitive radio systems. An evaluation framework is introduced. It defines underlying assumptions
on the primary user waveforms, radio wave propagation model, key detector performance
parameters and requirements as well as issues related to computational complexity. Extensive
simulations using the techniques developed in SENDORA as well as representative techniques
from different classes of spectrum sensing methods found in open literature and considered in the
review section are provided. Quantitative and qualitative criteria are used to evaluate the
performance of the sensing methods in the face of noise, propagation effects as well as
uncertainty in the noise and signal models. Finally, a summary identifying the pros and cons of the
sensing methods used in the simulation studies is provided. Recommendations for choosing an
appropriate method for spectrum are given based on the proposed evaluation framework.
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1 INTRODUCTION

Current spectrum regulation is based on a fixed frequency allocation policy. The radio frequency
spectrum is divided into frequency bands that are then allocated to different systems. The
allocations are decided by the national regulatory authorities in each country such as the Federal
Communications Commission (FCC) in the United States. Most of the spectrum has already been
allocated to different systems. Moreover, the allocations vary from country to country. Whenever a
new wireless system is introduced, a frequency band needs to be made available for it, which may
require worldwide collaboration. Hence, although the current frequency allocation policy
guarantees low interference as each system operates in a different band, it is also very rigid and
inflexible. This has resulted in apparent spectrum scarcity that realizes as heavy congestion in
certain frequency bands. However, many of the frequency bands have been allocated to legacy
systems that are rarely used or to systems whose degree of frequency band utilization varies
rapidly from time to time and location to location. Hence, there is still plenty of spectrum available.
Merely because of the fixed frequency allocation policy, it cannot be exploited efficiently.
Consequently, the radio frequency spectrum is very inefficiently utilized depending on time,
frequency band, and location. Hence, there is an increasing need for more dynamic way of utilizing
the radio frequency spectrum. Dynamic spectrum access provides a flexible way of utilizing the
available resources.

Spectrum sensing is a key enabling technology for cognitive radios. Cognitive radios aim at more
flexible and efficient utilization of the available spectral resources. Underutilized spectrum is a local
resource that varies depending on the location, time and frequency band. In order to access the
spectrum in a dynamic fashion the cognitive radios need to sense the radio spectrum. Sensing
allows for identifying spectrum opportunities and avoiding interfering with the licensed primary
users (PUs). The results of spectrum sensing lead to improved situation awareness of the radio
environment. That situation awareness can be used for learning how the radio environment
evolves over time, decision making and prediction on the availability of spectrum opportunities as
well as for adjusting the waveforms and radio operating parameters for the secondary use of the
spectrum.

A key task in spectrum sensing is to decide whether a primary signal is present or not. Detection
theory is a field of statistical signal processing where optimal or highly reliable decision making
procedures are developed. The observed data sets are assumed to be samples of continuous-time
waveform or a sequence of data points. Decision-making about the availability of free spectrum is
formulated as a hypothesis testing problem. Commonly the null hypothesis describes the situation
where there is only noise and the PU is not active. The alternate hypothesis describes the case
where there is primary transmission present in the noisy observations. In case the hypotheses
have no unknown values the hypotheses are called simple. If there are unknown or unspecified
values the hypotheses are called composite.

The problem can also be considered as m-ary hypothesis testing (classification) problem if one
wants to distinguish between noise only, interference and noise and primary signal in noise cases.
There are different classes of difficulty in decision making depending how much prior knowledge
we have about the primary signals and noise and interference models. We may be interested in
simply detecting a known signal in noise, for example if we explicitly know some pilot waveform.
Commonly in cognitive radio context, the signal may be assumed to be very weak because the
detection should be done reliably even over longer distances to give sufficient margin for
controlling interference levels caused to PUs. We may also exploit structural and statistical
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properties of primary signals in the process of designing spectrum sensing algorithms. Such
techniques take advantage of properties of man-made signals such as cyclostationarity without
explicit knowledge of transmitted waveforms. Primary signal waveforms are typically described in
detail in wireless standards. Hence, establishing their statistical and structural properties can be
done with a reasonable effort. We may have very specific information on statistical properties of
noise, e.g., zero complex white Gaussian noise with a known variance, or the knowledge of noise
be very vague, e.g., the noise distribution may be symmetric and unimodal. Obviously, the more
we know about the problem, the better the expected detector performance. Unknown nuisance
parameters may also be estimated using well-known parameter estimation techniques such as the
maximum likelihood method.

There are two types of error that may occur in decision making in spectrum sensing. Type | error
occurs when we decide that primary is active when the data comes from distribution corresponding
to null hypothesis. In other words, false alarm occurs. False alarms lead to overlooking spectral
opportunities in cognitive radios, hence unnecessarily reducing the secondary use of spectrum.
Controlling the false alarm rate is highly crucial. Type Il error occurs when we fail to detect PU
activity and make a decision that the spectrum is available for secondary use. These types of
missed detections lead to collisions with PU signals and consequently retransmissions and
reduced rate for both primary and secondary systems. Moreover, harmful interference is caused to
licensed systems that have paid for the spectrum. There are different detection strategies. One
may want to put a strict upper bound on false alarms and maximize detection probability under that
constraint, for example by using the Neyman-Pearson design and CFAR (constant false alarm
rate) detectors. On the other hand, or one may want to be conservative and admit that we do not
have accurate prior knowledge and optimize the performance for the least favorable scenario, for
example. In most cases the decision making strategies use likelihood ratios for choosing among
the hypotheses. It is compared to a threshold value that depends on the underlying probability
distributions and prior probabilities associated with hypotheses, allowed Type | and Il error
probabilities and decision making strategy. Designing detectors and specifying allowed error
probabilities is closely related to the actual exploitation of free spectrum, and in particular, to
Medium Access Control (MAC) design in secondary user communication. For example, if detector
produces plenty of false alarms, the MAC design could be very aggressive, and on the other hand,
detector producing lot of missed detections would require conservative MAC.

Using realistic channel models and understanding propagation effects is also important for
identifying and exploiting underutilized spectrum. Different propagation effects include free-space
loss, slow fading caused by shadowing as well as fast fading caused by mobility. Scattering
environment determines how much power is in specular and diffuse components of propagation
and whether there is a dominant line-of-sight component present. In this study, channel models
created in EU Winner program for multi-antenna communications are employed. Such model is
commonly used, for example, in Long Term Evolution (LTE) and LTE-advanced development. In
addition to propagation effects, spectrum sensing performance may be deteriorated by
imperfections in receiver front end. Such imperfections include non-linearities, 1Q-imbalance, DC
offset, and carrier frequency offset, for example. Any parameter uncertainties lead to fundamental
limits on the detection performance, if not treated carefully. It is well known that the performance of
the energy detector quickly deteriorates if the noise power is imperfectly known. It was shown in
[Tandra2008] that any uncertainties in the model assumptions will have a consequence that robust
detection is impossible at SNRs below a certain SNR wall. However, the problem of SNR walls can
be mitigated by taking the imperfections into account. For example, it was also shown in
[Tandra2008] that noise calibration can improve the detector robustness.
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User collaboration is needed in detecting PUs reliably and managing the interference levels such
that no harm is caused to the PU. The detection of PU may then be performed in a decentralized
manner by using multiple sensors. This approach can be justified by well-known diversity gains in
detection. This makes the detection more robust in the face of fading or shadowing since
sufficiently displaced detectors do typically not experience bad channel simultaneously. Moreover,
each local detector may be simpler and of lower complexity in order to achieve the same overall
detection performance. This follows from the fact that the fading is independent and channels are
uncorrelated if the displacement is sufficient, i.e., at least the coherence distance (that is the
minimum distance where channels can be considered uncorrelated). This is especially the case
with fast fading. In case of shadowing caused by major obstacles such as buildings and hills, the
slow fading may be correlated. There is increase in the power of sensors or secondary user (SU)
terminals, which becomes critical while monitoring the whole spectrum of interest. This is an issue
if the devices are battery operated. In order to reduce power consumption, the SUs could observe
only dedicated chunks of the spectrum and share the sensing results among all the SUs.
Moreover, they could share their sensing results only if they are informative or have reduced duty
cycles in their sensing operation. The local decision statistics, data or local binary decisions
obtained by each sensor need to be combined somehow at the fusion center (FC) to make the final
global decision. The topology of a distributed detection system may be parallel configuration with a
FC, serial configuration, tree configuration, or a fully distributed system where information is
flooded to all nodes and consequently any node can make the decision.

In SENDORA spectrum sensing is performed by using a wireless sensor network (WSN). The
sensor network can be a dedicated network, for example, a fixed part of wireless infrastructure.
The WSN continuously monitors the spectrum and identifies unused frequencies. The users’
terminals communicate with the sensor network to get information or instructions on which
frequency/time slots to use. Such a sensor network solution is expected to be very cost effective
and would allow using low complexity and energy efficient sensors which is a benefit especially
when sensors are battery operated. An alternative solution is to consider a group of wireless
terminals such as smart phones or laptops equipped with spectrum sensing capability as an ad-
hoc sensor network. Wireless terminals may be mobile which obviously complicates the design of
cognitive radio system because the channel conditions and propagation environment become time
varying. Moreover, the network topology may also change when the terminals move. Spectrum
opportunities will be identified and exploited cooperatively by the spectrum sensors.

This report considers different methods for finding optimal decision rules for different types of
signal and noise scenarios. Sensing algorithms developed in SENDORA WP3 are described in
detail and their performance is studied in detecting primary signals. This report focuses on the
performance of local sensing algorithms. Cooperative sensing and related sensing policies are not
addressed in detail. Local sensing algorithms are considered in three groups. The first group is
comprised of classical spectrum estimation algorithms and energy detection (radiometer) based
techniques. Most of these techniques are nonparametric in a sense that signals are assumed to be
random with no special structural properties. Techniques that exploit known waveforms such as
pilot signals are also considered. The detection algorithms in case of known signal waveform are
often based on classical matched filter design. The second group of spectrum sensing algorithms
exploits structural and statistical properties of man-made communication signals. Such properties
are commonly caused by modulation and coding, for example. Cyclostationarity is a very widely
used property in this group. Finally, the third group of sensing techniques contains a variety of
sensing approaches, for example, blind techniques based on the investigation of the dimension
(entropy) and the distribution of the PU received signal, and other blind techniques. These
techniques are discussed in the case of non-cooperative spectrum sensing system and
cooperative system in realistic scenario.
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This report is organized as follows. In Section 2 a review of different local spectrum sensing
techniques is provided. Basic idea of each detector structure is described without detailed
derivations. Properties of each detector are briefly considered and the pros and cons of each
approach are discussed. Many of the sensing techniques are incorporated into sensing algorithm
library in WP3 of SENDORA. Relevant information needed for starting to use that library is
provided. In Section 3, the evaluation framework is introduced. The underlying model assumptions
used in the evaluation are described. This contains definition of the primary waveforms used in the
study as well as models used for noise and interference. Moreover, essential properties of the
channel model used in the simulation studies are described. The quantitative performance criteria
used in the evaluation are defined. In the simulation studies sensing scenarios containing the
propagation environment, sensing constellation and SNR regime of interest are needed. These
scenarios are described in Section 3 as well. Actual sensing results and performance studies are
provided in Section 4. The quantitative criteria defined in Section 3 are used in the plots such as
Receiver Operating Characteristics (ROC) curves. Finally, Section 5 summarizes the sensing
results and algorithm performances and gives recommendations about suitable sensing algorithms
for different spectrum sensing tasks.
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2 REVIEW OF SPECTRUM SENSING ALGORITHMS

2.1 CLASSIFICATION OF ALGORITHMS

Sensing algorithms can be classified into three categories based on the amount of information
used for sensing purpose:

1. Energy detection :
These detection algorithms do not make any assumption on PU signal characteristics.
Basically these techniques are detecting random signal in noise. They do not need much
prior information on the signal but on the other hand, these methods are not able to exploit
the detailed information we typically have of primary signal waveforms. However, very
accurate information on noise statistics is necessary in order to obtain reliable
performance.

2. Feature detection :
Feature detection algorithms employ knowledge of structural and statistical properties of
PU signals in the decision making. Such properties include cyclostationarity,
autocorrelation property and finite alphabet property, for example

3. Matched filter detection
These algorithms assume explicit knowledge of a pilot waveform or preamble, i.e. they are
detecting known signals in noise and interference. One example of such detectors is the
detector based on DVB-T pilots. However these detectors are suitable to detect only one
particular PU signal and cannot be used to detect other PU signals.

In the following subsections, we will describe state of the art spectrum sensing algorithms or
widely used representative methods in each of these categories.

2.2 ALGORITHMS BASED ON ENERGY DETECTION AND SPECTR UM
ESTIMATION

2.2.1 Energy Detection

As a preliminary, we set up a discrete-time (sampled) complex baseband model for signal
detection (see for example [Shellhammer2006]). Assume that y is a received vector of length N,

which consists of a signal plus noise. That is
Y= X+ W,

where x is a signal vector, and w is a noise vector. We wish to detect whether there is a signal
present or not. That is, we want to discriminate between the following two hypotheses:

Hy:y=w,
H,ty=x+w.

One of the most basic and widely used detectors is the energy detector, or radiometer. The energy
detector measures the received energy during a finite time interval and compares it to a
predetermined threshold. That is, the test statistic of the energy detector is
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2
|Yi|
The performance of the energy detector in additive white Gaussian noise (AWGN) is well known,
and can be written in closed form. The probability of false alarm is given by

2

2 )

PFA::L_ Fz

2N
where F , () denotes the cumulative distribution function of a  ° -distributed random variable
2N
with 2N degrees of freedom, is the detection threshold, and ? is the noise variance. Thus,
given a false alarm probability, we can derive the threshold  from
2
-1
=F, (1' PFA)_'
2N 2
The probability of detection is given by
P,=1-F, 22

2N +

2 ’

where ’is the signal power. The energy detector is universal in the sense that it does not require
any knowledge about the signal to be detected. On the other hand, for the same reason it does not
exploit any potentially available knowledge about the signal. Moreover, the noise power needs to
be known to set the decision threshold and control the false alarm probability. It is very common
that the noise power levels vary depending on the time and locations. Consequently, there may be
a need to estimate the noise power from a signal-free data set in order to obtain constant false
alarm probability (CFAR) detector performance.

2.2.2 Multitaper Spectrum Estimation

A good estimation of the received signal's spectrum can be essential for the detection of the PU
signal. Commonly spectrum estimation methods are classified as nonparametric and parametric
methods depending on how the underlying signal is modeled. An extensive description of spectrum
estimation methods and analysis of their performance is provided in the textbook by Stoica and
Moses [Stoical997]. The problem of obtaining a good spectrum estimate is difficult due to the bias-
variance dilemma. It expresses the tradeoffs between the bias of the power-spectrum estimate of a
time series, due to the side lobe leakage phenomenon and the increase in variance of the estimate
due to the loss of information resulting from a reduction in the effective sample size. To resolve
this problem, multiple orthonormal tapers (also called windows) can be used. This idea has been
initially applied to spectral estimation by Thomson [Thomson1982]. It is embodied in the multitaper
spectral estimation procedure. In general words, this procedure linearly expand the part of the time
series in a fixed bandwidth [f - W, f +W] in a family of sequences known as the Slepian sequences
[Slepian1978]. Here f is the center frequency of the signal and 2W is its bandwidth. These
sequences have the property that their Fourier transforms have the maximal energy concentration
in the bandwidth of interest under a finite sample-size constraint. This property can be utilized to
reduce the variance of the spectral estimate without compromising its bias.
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N
This method can be formally described as follows. For a given received vector {Yid=0 of length
N, we need to determine the following two entities

1) An orthonormal sequence of L Slepian tapers denoted by{WS) }kN:o ;

2) The associated eigenspectra defined by the Fourier transforms
W(f)= wllye 124 1=01y L-1

The concentration of the energy distributions of the eigenspectra are within a resolution bandwidth
2W. The degrees of freedom available for controlling the variance of the spectral estimator are
indicated by the time-bandwidth product defined as

p=2NW

The tradeoff between spectral resolution and variance is regulated by the choice of parameters p
and L. Based on the eigenspectra we can define a spectral estimate as follows

)= OUF

where I(f) is the eigenvalue associated with the I-th eigenspectrum. This estimate is

characterized by the least achievable sidelobe leakage. Further improvement of this estimate can
be done by the aid of the so called adaptive weighting described in [Thomson1982],
[Thomson2000].

2.2.3 Wavelet spectrum estimation

Similar to the multitaper method, the wavelet approach proposed in [Tian2006] estimates the
spectrum. Wavelets are widely used in signal and image processing since they do a very good job
of capturing singularities in the signals such as edges digital images. Band edges in radio
spectrum could be considered to be singularities in the same spirit. The general problem is to
identify the frequency locations of non-overlapping spectrum bands and decide whether they are
available or not. The spectrum estimation method of [Tian2006] will be described briefly in what
follows.

Assume that the total spectrum to be estimated constitutes a total of B Hz in the frequency range
[fo, fN]. Suppose that the received signal occupies N consecutive spectrum bands, with their

boundaries located at f, < f, < < f,. The n" band is defined asB, :{fT B:f,Ef< fn}.
Then the following assumptions are made:
1. The frequency boundaries f, and f, = f, + B are known to the cogpnitive radio.

2. The number of bands N and the locations f,, , f,_; are unknown to the cognitive radio.

3. The power spectral density (PSD) within each band B, is almost flat, but exhibits
discontinuities from its neighbouring bands.
4. The noise is additive white, zero mean, with two-sided PSD S, (f) = N, /2.
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The normalized power spectral density, in the absence of noise, is approximated as
1f1 B
S, (f)= Lo
(1) o fl B,

The PSD of the received signal is then given by
N

S(f)= a;S,(f)+S,(f).

n=1
where af is the signal power density within the n™ band. Now the problem is to estimate

f,, ,fy. anda’. Let f(f) be a wavelet smoothing function with a compact support, m
vanishing moments and m times continuously differentiable. The dilation of f(f) by a scale factor
S is given by

fs<f)=§f(£).

The continuous wavelet transform of S (f) is given byW.S, (f) =S, * 7 (f), where ‘* ' denotes
convolution. Let W.S, (f) and W,S (f) denote the first and second derivative of S, (f)

respectively, smoothed by the scaled wavelet /().

The first propositions of [Tian2006] to estimate the frequency boundaries is
f =argmaxw.s, ()|,
» = argmaw, s, ()

or
f s the solution toW.'S, () = 0.
The second proposition to estimate the frequency boundaries is

f, =argmaxu,s, (f),
f

4
where UJSr(f) = OWSZZj Sr(f) is the multiscale product of J continuous wavelet transform
j=1
gradients. The average PSD within band B, is
1"
b, =—=—— S (f)df.
n- fn-l fo1

The signal power density a? is then estimated as:

at=p, - min b, .
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2.3 FEATURE DETECTION BASED ALGORITHMS

Many communication signals exhibit distinct statistical and structural properties or features, which
can be used to detect and identify them from the noise and interference. Typical features used for
detection are, for example, correlation features induced by the modulation and coding. In
[ChaudhariK2009-R], we have discussed several promising features like frame structure, pilot
structure, cyclic prefix, scrambling codes, etc., for different PU signals targeted in SENDORA
project: wireless local area network (WLAN), Digital Video Broadcasting-Terrestrial (DVB-T), LTE,
Universal Mobile Telecommunication System (UMTS). The benefits of feature detection compared
to energy detection are that it improves detection performance in the presence of noise uncertainty
and allows distinguishing different signals or waveforms. In the following, we review different kinds
of feature detectors: Cyclostationarity-based detectors, Robust Sign Detector and Autocorrelation-
based detector.

2.3.1 Cyclostationarity Based Detection

Cyclostationary processes are random processes for which statistical properties such as mean and
autocorrelation change periodically as a function of time. The theory of cyclostationarity is relevant
to various fields like telecommunications, mechanics, biology, econometrics etc. [Gardner2006].
For example, in mechanics, periodicity is due to gear rotation and in econometrics, it is due to
seasonality. In telecommunications, and radar applications, periodicity is due to modulation,
sampling, multiplexing, and coding operations [Gardner2006].

Wireless communication signals typically exhibit cyclostationarity at multiple cyclic frequencies that
may be related to the carrier frequency, symbol, chip, code, or hop rates, as well as their
harmonics, sums, and differences. These periodicities can be exploited to design powerful sensing
algorithms for cognitive radios. Cyclostationarity-based detectors have the potential to distinguish
among the PUs, SUs, and interference exhibiting cyclostationarity at different cyclic frequencies.
Moreover, random noise commonly does not possess cyclostationarity property. Cyclostationarity-
based detection has received considerable amount of attention in the literature. Recent
bibliography on cyclostationarity, including a large number of references on cyclostationarity-based
detection, is provided in [Gardner2006].

A process x(t) is said to be second-order cyclostationary in the wide sense if its mean and
autocorrelation function are periodic with some period T >0:

E{x(1)} = E{x(t +T)}
E{X(O)X(t+£)} = E{x(t +T)x(t +¢ +T)}

for all t and . Due to the periodicity, the autocorrelation can be represented by Fourier series

expansion as .
R(t1)= RI()e™

where the Fourier coefficients are
¥

RI()=2 R(t)e

¥
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a
Here is called the cyclic frequency and the function RX (f) is called the cyclic autocorrelation

function. In this case, the autocorrelation function has exactly one period, and therefore the set of
cyclic frequencies A comprised of harmonics of the fundamental frequency. If there are multiple
periods TO, T1,.... then the set A comprises of countable number of frequencies which need not be
harmonics of the fundamental frequency.

The cyclic autocorrelations are non-zero for cyclostationarity based PU. This property is exploited
to detect a PU by testing whether the expected value of the estimated cyclic autocorrelation is zero
or not. In [Gardner1988], optimum spectral correlation detector in stationary AWGN is presented.
However, the scheme requires lot of information related to the PU like signal phase, modulation
type and its parameters, such as carrier frequency, pulse shape and symbol rate, which makes the
scheme impractical. In [Dandawate1994], authors have proposed a generalized likelihood ratio test
(GLRT) for detecting the presence of a cyclic frequency with asymptotic constant false alarm rate
(CFAR). However, it may be desirable to test the presence of multiple cyclic frequencies to
improve the detector performance. In [Lunden2007], authors introduce a GLRT detector based on
multiple cyclic frequencies, where CFAR property is retained over the set of cyclic frequencies. It is
particularly suitable for signals with multiple significant cyclic frequencies.

2.3.1.1 GLR based single cycle detector

A GLRT may be obtained from the likelihood ratio test by replacing the unknown parameters with
their maximum likelihood estimates. In the following we will consider a time domain test for the
presence of second-order cyclostationarity for a given cyclic frequency as presented in
[Dandawate1994]. Let

oz = |Re{R2(11)},. .., Re{R(Tn)},

Im{ R": (Tl lesasy Im { R? (7w )}

denote a 1 x 2N vector containing the real and imaginary parts of the estimated cyclic
autocorrelations for N time delays at the cyclic frequency stacked in a single vector. A sample
estimate of the cyclic autocorrelation may be obtained using M observations as

1 M
A — 3
RI(T) = — E r(n)x(n 4+ 7)e <"
M

n—=1
where x(n) denotes the received discrete-time complex valued signal. In order to test for the

presence of second-order cyclostationarity at the cyclic frequency of interest , the hypotheses
may be formulated as follows:

H[] 2 Texr = €Exxy

Hl s Tex = Tz T €z,

where is assumed to be non-random and denotes the estimation error. Furthermore,
under commonly assumed circumstances, i.e., when samples are well separated in time are
approximately independent, is asymptotically normally distributed, i.e.,
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where is the 2N ~ 2N asymptotic covariance matrix of . The GLRT statistic
is given by

/ A owa—1 AT
_Z:[';P = _!E‘i'lr?‘_['g-z._l.z. ?‘1.1. .
The cyclic spectrum terms may be estimated using, e.g., frequency-smoothed cyclic periodograms.

Under the null hypothesis, is asymptotically chi-square distributed with 2N degrees of
freedom, i.e., , and under the alternative asymptotically non-central chi-square distributed with
2N degrees of freedom and non-centrality parameter , Where is the true cyclic
correlation.

The GLRT makes only minimal assumptions about the PU: knowledge of the cyclic frequencies of
the primary signals and a few suitable time delays. In cognitive radio applications, it is reasonable
to assume explicit knowledge of these parameters since the key parameters of the PU signals are
specified in wireless standards and disclosure of such information is required by the regulatory
bodies that allocate frequencies. Cyclostationarity properties of many common modulated
waveforms and air interfaces have been established in [Oner2007], [ChaudhariK2009-R].

As GLRT makes minimal assumptions on the primary systems, sensitivity to non-idealities and
synchronization errors such as carrier frequency offsets is reduced. However, the fact that the
algorithm requires and employs only minimal prior knowledge of the primary systems means also
that some performance loss may be experienced compared to detectors using full, explicit
information, such as the ideal spectral correlation function. However such information may be
difficult to obtain in practice. Whenever such information is available, it can be incorporated in the
detector to improve the performance.

2.3.1.2 GLR based multicycle detector

In this section, we present GLR based multicycle detector proposed in [Lunden2007], which is
extension of GLR based single cycle detector presented in section 2.3.1.1. Consider
denotes a 1x2N vector containing the real and imaginary parts of the estimated cyclic
autocorrelations at the cyclic frequencies of interest stacked in a single vector. P is the number of
cyclic frequencies in the set of cyclic frequencies of interest ! " #o&" () * +and " 4. o
where o, are the number of time delays for each different cyclic frequency. Consequently, the
cyclic autocorrelation vector corresponding to multiple cyclic frequencies, each with a set of
possibly distinct time delays is given by

FAze = |Re{Re(T11)}y...,Re{ RS (T1.:) }s

Im{R%(r11)}, ..., Im{R%L(T1.ny)},

-

Re{R2P(1p1)},. .., Re{RSP (TP N )},

L _ R N
{52 (rpa)}, . Im( RS2 (e )|
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The GLR statistic for the multicycle detector has the similar quadratic form as for single cycle
detector and is given by

- A &1 AT
r'i.r.r = —'?“rr.dt--l‘-i'lz, i 'Y‘_A:‘.

CE I

Under the null hypothesis, is asymptotically chi-square distributed with 2N degrees of
freedom, i.e., , and under the alternative asymptotically non-central chi-square distributed with

2N degrees of freedom and non-centrality parameter , Where is the true
cyclic correlation.

The detector can be simplified when noise samples are independent and identically distributed

(i.i.d). In such scenario, the test statistic reduces to a sum over the test statistics $
calculated over the cyclic frequencies inthe set! " #,&" () * +andis given by
Do = Teal)
ac A

This multicycle sum detector is best suited for signals that have multiple strong cyclic frequencies,
i.e., cyclic frequencies at which the signal exhibits significant spectral correlation. An example of
such a signal is orthogonal frequency division multiplexing (OFDM) signal that exhibits strong
spectral correlation at the symbol frequency and its multiples. Typical OFDM pilot signal patterns
scattered over subcarriers also induce multiple cyclic frequencies. Detailed description of the
multicycle tests, derivation of the asymptotic distributions of the test statistics, as well as simulation
results demonstrating the gain of using multiple cyclic frequencies may be found in [Lunden2007]
and [Lunden2009].

2.3.2 Robust Sign Detection

Most of the detectors in literature assume noise to have Normal distribution. However, many
measurement studies have shown that the noise distribution has heavier tail than the Normal
distribution. Moreover, there may be multiple interferers present contaminating the primary signal
we wish to detect. The optimal detectors derived under Gaussian assumption perform poorly in
presence of non-Gaussian noise. Therefore it is important to consider the robustness of the
spectrum sensing algorithms. Robust methods trade off optimality to reliable performance in the
face of uncertainty in noise and signal models. In [I1zz01992], a locally optimum multicycle detector
in non-Gaussian noise was derived. However, it requires the noise distribution to be known
explicitly. In [Lunden2008] and [LundenKK2009], a spatial sign cyclic correlation based detector is
proposed. It is nonparametric method and does not require the knowledge of noise distribution and
is applicable even to extremely demanding heavy-tailed noise models such as Cauchy noise.

The spatial sign function for complex-valued data x(n) is defined as

xin)

g(l‘(?l:l} _ Jl=(n)]?
0, r(in) =0,
where | - | denotes the modulus of the complex-valued argument. That is, the data is projected on

a unit circle, thus, eliminating the effect of the amplitude. However, the spatial sign function
preserves the phase information exploited by cyclostationarity-based methods.

x{n)+=10
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We define the test statistic for the spatial sign cyclic correlation based test for a single SU as
As = M||Fs(a)||,

where || - || denotes the Euclidean vector norm and $ denotes a 1 x N vector that contains the
estimated spatial sign cyclic correlations at cyclic frequency for a set of time delays

Y

A

rs(a) = [1%5[0:, Ti)ye iy RS{G'-TN}]T-

The spatial sign cyclic correlations may be estimated using the spatial sign cyclic correlation
estimator as

. 1 - o
Rs(w,7) = Z S(w(r))S (e (1 + 7))e™ ™ Vr £0
n—0

M

where x(n) is a discrete time signal, is a discrete time delay, M is the number of observations,
and s the cyclic frequency. Under the null hypothesis when only i.i.d. circularly symmetric noise

with zero mean is present 0y is asymptotically chi-square distributed with N complex degrees of
freedom.

The spatial sign cyclic correlation based detector can be easily extended to accommodate multiple
cyclic frequencies in the same way as the multicycle detectors. Detailed description of the spatial
sign cyclic correlation based detector, derivation of the asymptotic distribution, as well as
simulation results demonstrating the robust performance of the spatial sign cyclic correlation based
detector in non-Gaussian heavy-tailed noise may be found in [Lunden2008] and [LundenKK2009].

2.3.3 Autocorrelation Based Detection

In this Section, we present an autocorrelation coefficient based detector for Orthogonal Frequency
Division Multiplexing (OFDM) signals, which was proposed in [Chaudhari2008], [Chaudhari2009].
OFDM has developed into a popular scheme for wideband digital wireless. Among OFDM systems
are: IEEE 802.11a/g Wireless LANs, IEEE 802.16 or WiMAX Wireless MANs, IEEE 802.20 or
Mobile Broadband Wireless Access (MBWA) systems, Long Term Evolution (LTE) of 3G, for
example. Moreover, it is going to be a key technology for various future broadband wireless
communication systems. Therefore, it is fair to assume that many of the PUs will be OFDM based.
Hence, the problem of detecting OFDM signals is very relevant. Even in SENDORA project, 3 out
of the 4 PU technologies targeted are OFDM based.

Due to the presence of a cyclic prefix (CP), as shown in Fig.1, OFDM signals have non-zero

autocorrelation coefficients at delays / =+ 5. Here » is the number of samples corresponding to
useful symbol length in an OFDM symbol. Autocorrelation detectors exploit this property to detect
the CP-OFDM PUs in cognitive radios.
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~ ~
CP |
I -
T. Ta
Figure 1. An OFDM Block. A cyclic prefix (CP) of symbols is copied in front of the data
block

In [Chaudhari2009], it has been shown that the maximum likelihood estimate of autocorrelation
coefficient is the log-likelihood ratio test (LLRT) statistic for detecting OFDM signal. The maximum
likelihood estimate of autocorrelation coefficient from 3 , observations {x(0),....x(4 3 >5()}
is given by

s 9#, <;,7<3 ,+

a

where @ is estimated variance of the received signal. For sufficiently large M, the distributions of
test statistic under both hypothesis can be approximated as Gaussian. Under null hypothesis,

mean is zero and variance is4BA . Under alternate hypothesis, mean is 6 and variance

isG 56 (ADABA , where

G@g "

e _G9

=
£3 , G93(
Once the distributions of test statistic are known, a suitable detector can be designed based on the
design constraints on false alarm rate and missed detection probability. This scheme requires
knowledge of 5. This is a reasonable assumption on PU waveforms as this information is
specified in standards. Even if the exact value is not known, we can detect for different values of

o> from the possible few options. Detailed derivations, detector design and performance in
different channel conditions can be found in [Chaudhari2008], [Chaudhari2009]

6 n

2.3.4 Cyclic prefix sliding correlation

This method utilizes the fact that some part of the transmitted symbol is repeated to mitigate the
effects of the multi-path fading. Many modulation formats for wireless communications use cyclic
prefix and thus sensing techniques taking advantage of this technique are universally applicable.
The idea of the cyclic prefix is presented in more detail in section2.3.3.

We assume that the total length, in number samples, of one modulation symbol is T4+T¢ andthe
length of the cyclic prefix, i.e. the repeated part, is T . This means that

X =X, 0= ats(T+T)+1, a+ (T, + T )+ T,
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where {Xk}lo is the sampled transmitted signal, a is some positive integer and s is an arbitrary

non-negative integer. We can expect that the received signal will have similar properties and thus
we can correlate the parts of the received signal corresponding to the repeated part representing
the cyclic prefix. This will result in a test statistics of the type

T
CP( )= YiYier, o
k= s=0

where we assume that non-existing samples are zero. The choice of should be naturally =a .
However this assumes the knowledge of a, which is unrealistic in the case of spectrum sensing.

This problem can be overcome by calculating the test statistics CP( )over one modulation symbol

duration, i.e. =0.1.2...T4+T. 1 when coincides with the value of a, we can expect a
“peak” value of the test statistics CP( ) The choice of the maximum absolute values of CF,( )
ie.

cPa= MaXijfo1o 7.474-3 | cpl )‘

has been suggested in [Huawei2006]. However, other possibilities like taking the maximum real
part, i.e.

cpr= MaXijro12 1.+74-3 A{ cp( )}

seems to perform better in many cases.

2.3.5 Pilot based sliding correlation

In order to estimate the channel conditions, some predefined pseudo-noise sequences are
integrated in the transmitted signal. These are known as “pilot” sequences. Alternatively, in
multicarrier transmissions such as DVB-T, some subcarriers may be dedicated for transmitting pilot
signals. Pilot signals may be scattered over the subcarriers and over the time depending on the
coherence time and coherence bandwidth of typical channel. The PU standards are usually known
and these sequences are defined correspondingly. Based on the knowledge of these sequences
various detection algorithms can be defined.

Let us assume that the transmitted signal {Xkﬂo consists of a known “pilot” part {mk}jzo and
noise {Wk}:‘:o ,i.e.

X, =w,+m,, k=0,1,2,...,N.

Since the sequence {mk}jzo is known we can define a test statistics in the following way
N -
Pt ( ) = yk M+
k=
The parameter is used in this case for synchronization to the received signal in time domain.

Usually the pilot sequences are periodical with some period M. Thus the search for should be
over one period. For example in the case of the DVB-T standard the length of this period is 4
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OFDM symbols. The test statistics H,| J should have a clear “peak” value when we have
synchronization between the received sequence and the pilot sequence. Thus we can define

Pt = maxi{o,l,z,...M-J} ‘ Pt( )‘

as it has been done in [Huawei2006]. Taking the maximum real part, i.e.

Pt = maxi{o,1,2,...m-J}A{ Pt( )

is also possible choice that outperforms the previous one in many cases when there is no
frequency offset in the received signal.

2.4 EIGEN ANALYSIS AND MODEL SELECTION BASED DETECT ORS

2.4.1 Detection based on covariance matrix eigenval  ues

Assume that the signal to be detected is highly correlated. This is the case for example in a typical
MIMO system, or for an OFDM signal. Let Q be the covariance matrix of the received signal. Then,
under K5, all eigenvalues of Q are equal . However, under K some eigenvalues of Q will be larger
than the other. Detectors exploiting this property were proposed in [Zeng2009], [Lim2008], and will
be described briefly here. Consider M vectors y,, received in a sequence. De ne the sample
covariance matrix

A1 9y
Q=1 Yn¥nm.

Let ;,i=0,...,N 1, be the eigenvalues of Q. There are two eigenvalue-based detectors
proposed in [Zeng2009]. The rst detector uses the ratio of the largest eigenvalue to the smallest
eigenvalue, and compares it to a threshold. That is, the test statistic of the rst proposal of
[Zeng2009] is based on condition number

max ,
min

i
The second detector proposed in [Zeng2009] uses the ratio of the average eigenvalue to the
smallest eigenvalue. That is,

z

1 1
N =0 i
min
These eigenvalue-based detectors were shown to perform well when the signal to be detected is

highly correlated. It was shown in [Lim2008], that the generalized likelihood ratio in AWGN, when
the covariance matrix is completely unknown, is

Z|-

/N *
]
In the white noise only case, the ratio of arithmetic and geometric mean tends to unity because all
the eigenvalues are almost equal. This is a commonly used criterion for testing the symmetry of a
distribution.

-
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2.4.2  Spectrum sensing technique based on dimension analy Sis

The main idea of the blind spectrum sensing technique based on dimension analysis is that the
number of significant eigenvalues of the covariance matrix of the received signal x is directly
related to the presence/absence of data in the signal [Haddad2007], [Hayar2008], [Zayen2009a].
The received PU signal, denoted by the (q x 1) complex vector X, in presence of multipath and
AWGN is modeled as:

X=AsS+n

where A is a rank(p) (g x p) complex matrix whose columns are determined by the unknown
parameters associated with each signal [Wax1985]. s is a (p x 1) complex vector and n is a
complex, stationary, and Gaussian noise with zero mean.

The studied approach of this technique is based on the distribution of eigenvalues of the
covariance matrix R given by:

R=1"+ 01
where
U = ASA”

with S denoting the covariance matrix of the transmitted signals, and O 2 denotes an unknown
scalar. From our covariance matrix model given by equation (9), we define the following family of
covariance matrix:

R['m] — ‘];,[m) 4+ 021

where V(™) denotes a semi-positive matrix of rank m. Note that m ranges over the set of all
possible number of DOF, i.e. m = 1,..., M. Using linear algebra, we can express R as:

T
2 T
R™ =% (A —0?)ViVilo?
i=1
where Ao Am and Vi..... Vi are the eigenvalues and eigenvectors, respectively, of
R(m). Our goal here is to detect vacant sub-band over the spectrum band exploiting the significant

eigenvalues. The significant eigenvalues are determined from the estimated covariance matrix R
defined by:

N
. i o 2
R=+ ;x(mx{f-a.}

whe(e N is the length of the received signal by each SU and A, A2, Ay are the eigenvalues

of R. Therefore, if we have only noise (i.e. HO hypothesis), the covariance matrix of transmitted
signal S is equal to zero. On the other band, if we have data, the number of significant eigenvalues
denoted by p is less than the rank of the covariance matrix m and lowers than 1. On the other
hand, if we have data, the number of significant eigenvalues denoted by p is less than the rank of
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the covariance matrix m and lower than 1. The number of DoF, possibly the number of significant
eigenvalues, is determined as the value of m which minimizes the value of Akaike Information

Criterion (AIC) given by [Wax1985]:

" . & (p—m )N
. _ D Y _
AIC(m) = —2log == i +2m(2p—m)

1 r \:
p—m i=m+41 7\

(U R T T
260N\ - . L Rt T
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Figure 2. Akaike Information Criterion of: (a) an o ccupied UMTS time slot (b) a vacant UMTS
slot

Figure 2 depict the behavior of the AIC curves as function of the eigenvalues index for an occupied
and vacant UMTS time slots of length 5120 samples, respectively. The dimension of the
covariance matrix is equal to 1000. Based on AIC equation, we determine the minimum of AIC
values (AICmin) and obtain the number of significant eigenvalues. We see clearly from fig. 2 that
the position of AICmin is located at m = 300 for the occupied UMTS time slot and at m = 1 for the
vacant UMTS time slot.

2.4.3 Spectrum sensing technique based on distribut  ion analysis

The main idea of the blind spectrum sensing technique based on distribution analysis is to decide if
the distribution of the observed signal x fits the candidate model [Zayen2008]. In fact, it is assumed
that the samples of the received signal x are distributed according to an original probability density
function, called the operating model. The operating model is usually unknown, since only a finite
number of observations are available. Therefore, approximating probability model (i.e. candidate
model) must be specified using the observed data, in order to estimate the operating model. The

candidate model is denoted as 96, where the subscript ¢ indicates the U-dimensional parameter
vector, which in turn specifies the probability density function. Akaike's proposal was to select the
model which gives the minimum Akaike Information Criterion (AIC) [Akaike1973] [Akaike1978],
defined by:
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N
AIC = —QZlti_:g'_r.]g{.ir‘,])—|—2U
n=1

The parameter vector £ for each family should be estimated using the minimum discrepancy

estimator /, which minimizes the empirical discrepancy.

The sensing technique selects the distribution that best fits the data. In fact, we consider
norm of the Gaussian noise can be modeled using Rayleigh distribution and the presence

that the
of signal

can be modeled using Rice distribution [Proakis2001]. From the received signal, we estimate

parameters f# for Rayleigh and Rice distribution. The probability density function of Rayleigh

distribution is given by:

T —
g(zlo) = - erp 52

which leads to the log-likelihood function:

N Es’\: TQ
L*(g) = Z JOU Tn — i'\"_EOg O’Q _&un=1"n

202

where N is the number of received samples. The MLE of the parameter , is given by:

The probability density function of Rice distribution is given by:

(zlv,0) = = Ly (5)
V. g = — exrp _ [t
q 0_2 L 20_2 0 O'Q

I
Where Iy (?) is the modified Bessel function of the first kind with order zero. The
expression of Rice probability function can be reduced to:
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when ¢2>> 0.25. The approximated probability density function leads to the following log-

likelihood function:

® — N 2 AT 2 ZT: 1 x2 Np?
L*(v,0) = ) a-q1logzn — N log 0° — =2 — o7

n= Der

N 1 g . Ny . 9 N
= ¥ slog(2rzav) + Slog 0 + % Y T

The MLE for the parameters and , are hence expressed as:
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Then, we compute the AIC for both distributions. In order to show the results of comparison

between distributions in a clearly manner, we introduce the Akaike weights Wheice and

it

rayleigh derived from AIC values and given by:

W erp (%(I)-rice)
e erp (%(I)r-i.ce) + erp (%‘I)-?‘ay:’ez'gh)

exp (%(I)-ray:'eigh)
exp (5Psayteign) +€2p (5 Brice)

H"'r'ayl.eigh ==

where
‘I)ricc-' — A'"'lIC'Tice — min (A-{C(rz'ce ) 441(.7‘[&91:6{951 )
and
ATy : A y
Dvteign = A Chugrsegn— WIN (AT Crises ATC ssrsngn)

The goal of the presented detector is to decide between the following two hypotheses:

n HD
As +n H1

We decide a spectrum band to be unoccupied if there is only noise in it, as defined in Ho; on the
other hand, once there exists primary user signal besides noise in a specific band, as defined in
Hi, we say the band is occupied. In order to make decision, we calculate a threshold for each
detector. The decision threshold is determined using the required probability of false alarm. The
threshold TH for a given false alarm probability is determined by solving the equation:

Pr = P(x is present | Hy) =1 — Fy, (T H)

where F'Hodenotes the cumulative distribution function (CDF) under Ho. As consequence, a signal

is present if Wiice is lower than TH and vice versa. In order to strictly control the false alarm
probability, the distribution of the decision statistics under null hypothesis should be established.
Currently, this remains an open problem. More details of calculation of threshold will be provided in
[Zayen2010].
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2.5 COOPERATIVE SPECTRUM SENSING

2.5.1 Motivation

The performance of a local detector degrades in the presence of propagation effects such as
shadowing and multipath. Again, these channel conditions may result in the issue of hidden node,
thereby, causing unintentional interference to the PUs. Cooperative detection helps mitigating
these channel effects through multipath diversity and has therefore gathered lot of interest in the
cognitive radio literature. In addition, benefits of cooperative detection are that it improves the
detector performance, increases the coverage, and simplifies the local detector design
[Mishra2007].

Cooperative detection can be either centralized or decentralized. In centralized systems, the local
sensors transmit all the local data to a central processor that performs the optimal processing,
while decentralized systems employ intelligent sensors that perform preliminary processing of the
local data before transmitting it to the FC. Decentralized detection results in drastic reduction of
communication requirements at the expense of slight reduction in performance. In addition, it helps
in saving the energy consumption of the battery-operated sensors. Therefore we only consider
decentralized cooperative spectrum sensing for cognitive radios. Introduction to distributed
detection theory and various decentralized detection topologies as well as a discussion of
advanced topics may be found in [Blum1997], [Vishwanathan1997], [Varshneyl1997], and
[Tsitsiklis1993]. In context of cognitive radio, cooperative spectrum sensing has been studied in
[Mishra2007], [Lunden2009], and [Chaudhari2009].

2.5.2 Fusion rules

In SENDORA project, we consider two parallel network topologies: (i) with a dedicated FC or (ii)
without a dedicated FC (ad-hoc mode). In the first one, each SU performs some preliminary
processing of data (e.g., calculates a test statistic or makes a local decision) and then sends the
quantized information directly to a FC which makes the final decision. The dedicated FC approach
is well suited for applications with a base station, such as unlicensed wireless wide-area networks
that are mostly intended for providing wireless broadband access. In such networks, the natural
choice is for the base station that is already part of the infrastructure of the wireless network to
assume the role of the FC. In ad-hoc mode, any of the users can assume the role of cluster head
(CH). This type of an approach without a dedicated FC would be most suited for small-area
networks with limited life-span and/or rapidly changing topology, i.e., networks not fixed to a certain
place or time.

The design of fusion rules for combining the information send by SUs is crucial for the performance
of cooperative detection. Assuming conditional independence of the SU observations under both
hypotheses, the optimal FC rule in both the Neyman-Pearson (NP) and the Bayesian formulation is
a likelihood ratio test (LRT) [Vishwanathan1997]. Moreover, the optimal local decision rules are
LRTs [Vishwanathan1997]. However, finding the actual optimal LRT thresholds is rather difficult
and computationally very complex for the case of large number of SUs. When the local detection
rules are fixed, the optimal fusion rule under conditional independence at the FC is a weighted sum
of local decisions [Vishwanathan1997]. These weights are functions of the probabilities of
detection and false alarm of the local detectors, which may not be known in practice. In such
situation, suboptimal decision rules to fuse the binary decisions can be used. These include the K-
out-of-L fusion rule and its special cases: the AND and the OR rules.
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Depending on the form of processing performed at the local sensors, the detection approaches are
commonly termed as soft or hard combining strategies. In hard combining [Zayen2009b],
[Varshney1993] only binary decisions are sent to the FC while soft combining [Chaudhari2008],
[Chaudhari2009] involves sending less-processed or less-quantized information, such as likelihood
ratios (LRs), to the FC.

2.5.3 Sequential Detection

In cooperative sensing, sequential detection (SD) [Wald1945], [Tantaratanal993] offers the
possibility of making final decisions as soon as enough data has been collected to make a reliable
decision. In SD, instead of making a local decision based on its test statistic, SU will send
Likelihood Ratio (LR) corresponding to its test statistic to the FC, which makes the final decision.
The FC will collect these statistics sequentially. Each time after receiving a decision statistic from a
user, it performs a hypothesis test and makes one of the three choices: PU is absent, or PU is
present, or takes one more decision statistic. If the evidence is sufficient for making a decision
(decide either PU absent or present) at a specified reliability level, the FC stops collecting further
information and makes a decision. Otherwise, it will receive an additional decision statistic from
another SU and repeat the procedure. The average number of samples required for achieving the
same error probabilities of false alarm and missed detection for SD is half as compared to fixed
sample size (FSS test). In [Chaudhari2008], [Chaudhari2009] authors have presented SD scheme
at the FC using autocorrelation based LLRs from SUs for the detection of OFDM based PUs.
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3 EVALUATION FRAMEWORK
3.1 PERFORMANCE EVALUATION CRITERIA

In this report, several spectrum sensing schemes have been proposed for SENDORA project.
Each scheme may have a different performance in a different scenario. It is therefore important to
compare and choose the best scheme for a given scenario. For a fair comparison, it is necessary
to choose proper performance criteria. In this section, we present important performance
evaluation parameters:

1. False alarm probability *| \y: False alarm probability is defined as the probability that the

detector declares the presence of PU, when the PU is actually absent. Controlling the false
alarm probability is crucial in order to make sure that the cognitive radio system is not
overwhelmed with alarms and to ensure that some data will get transmitted.

Miss detection probability — *No : This is defined as the probability that the detector
declares the absence of PU, when the PU is actually present. It is a crucial parameter as a
high value of miss detection probability may result in increase in the interference to PU and
consequently retransmissions and reduced rate and quality of service. Note that probability

of detection *, and miss detection probability are related to each other: *, " (5* 5 .
Therefore for simulation results, without loss of any generality, we have used * .

3. SNR regime: This is range of SNRs over which detector should perform sensing reliably.
SNR regime depends on desired sensor coverage. Spectrum sensing schemes should
detect PU signal reliably in low SNR regime as the PU receivers which are far away from
the transmitter should not be interfered with. However it is also important that the sensor
does not detect PU signals with too low SNR values, i.e., PUs which are well outside its
coverage.

4. Sensing time : It is important that vacant frequency bands are quickly detected so that they
can be used efficiently. If sensing time is too long, the data transmission duration reduces,
thereby reducing throughput of SUs.

5. Complexity and implementation issues : Algorithms can also be compared from the
implementation point of view by estimating the hardware cost and energy efficiency through
computational complexity of the algorithm.

6. Requirement on prior knowledge of PU waveforms and noise distribution:  Sensing
algorithms based on feature detection and matched filter assume partial knowledge of the
PU waveform. For example, feature detectors based on autocorrelation and
cyclostationarity assume the correlation lags to be known, while the match filter detectors
require explicit knowledge on the preamble or the pilot waveforms. Commonly such
information may be available from the standards. Again, schemes like energy detector
assume that noise distribution is known, which is crucial for its reliable performance.
Therefore, the requirement of PU details and noise distribution, which may or may not be
practical, plays an important role in evaluation of sensing algorithm.

7. Detecting different PU waveforms : Some detectors can detect many different PU signal
types whereas some detectors are tuned for a specific waveform of a specific PU signal
and cannot be used for other waveforms. Ability to detect different PU waveforms is a
desirable property as ideally one will want a single detector which can reliably detect all
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kinds of PU signals. For example, energy detector can be used to detect all kinds of PU
waveforms

8. Distinguish between different waveforms : Some detectors like multicycle detector can
distinguish between different waveforms. This is a desirable property as it helps the sensor
to distinguish if the received signal is either PU signal or SU signal, noise, or an interfering
signal.

There are trade-offs among the desired performance parameters. Therefore, the most common
way to compare different sensing scheme is to plot
1. Probability of detection curve as a function of SNR for a given false alarm probability and
sensing time.
2. Receiver operating curve (ROC), i.e., probability of detection as a function of false alarm
probability for a given SNR and sensing time.

Other criteria like complexity of the algorithm, requirements of PU waveform and signal property
details, detecting different PU waveforms, and distinguishing between different waveforms will be
treated separately.

3.2 EVALUATION SCENARIOS

Example test scenarios for the scope of the SENDORA system has been described in Deliverable
4.1 “Interference model based on scenarios and system requirements” (D4.1). In our evaluation
framework we have concentrated on the single sensor detection techniques as cooperative
sensing should be performed by the FC. We consider some simplified scenarios based on the
ones described in D 4.1 mainly for the choice of the propagation models.

Our evaluation framework can be described in general by the following figure:

Figure 2. Evaluation Framework

This framework allows us to combine different PU signals with a variation of channel models and
generate a signal received by the sensor. Then suitable sensing algorithms can be applied and
evaluated in terms of the criteria described in Section 3.1. The software environment chosen for
the simulation is MATLAB. Different blocks are implemented so that they can be freely combined
using predefined interfaces.

Primary signal generators can be implemented for the forseen primary systems that are the target
for the SENDORA system, namely Wi-Fi, UMTS/HSDPA, UMTS-LTE and DTT. Since most of
these systems utilize OFDM as modulation format we have implemeted a general OFDM signal
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generator. By choosing the parameters accordingly we are able to simulate some of the PU
techniques to a certian level of detail which is sufficient for our investigations.

The channel models implemented are AWGN, Rician and Rayleigh channels. The latter two
correspond to the two different types of propagations that have to be handled in practice, namely
line-of-sight (LOS) and Non-line-of-sight (NLOS). To these small scale fading models we have
added log-normal shadowing to account for the slow local mean-power fluctuations encountered in
pratical situations.

The SNR regime that we investigate is -30 dB to 0 dB for the channels without shadowing and -40
dB to 10 dB for the channels with shadowing. This is justified by the fact that reliable detection
under these lower limits are difficult to obtain in the corresponding cases. For higher SNRs than
the upper limits the signals are detected with a high degree of certainty for almost all available
sensing algorithms.

The choice of the available sensing time is crucial for the performance of the system and is
decided by the FC. In our evaluations we have chosen to run simulations with one relatively short
sensing interval and one which is longer that would represent “offline” sensing for the scanning of
the available bands when the secondary system does not currently utilize the scanned frequency
band. Our main primary signal of investigation has been the DVB-T signal as described in [DVB-
T2004] in this performance evaluation.

We limit ourselves to consider only frequency-flat (single-path) fading channel models. We
consider LOS scenarios with both weak and strong LOS signals. The strength of the LOS signal
is regulated by the Rician K-factor described in Section 2.5.4 of D4.1. Accounting for the slow
fading process we consider as well channel models with log-normal shadowing of certain location
variability (see Section 2.4.1 of D4.1).

We evaluate the implemented sensing algorithms in the following scenarios:
Scenario I:

Primary signal: DVB-T signal , bandwidth: 8 MHz, mode: 2K, guard interval: Ya.
Channel model: AWGN (no fading)

Sensing time: 1.12 ms

Scenario II:

Primary signal: DVB-T signal , bandwidth: 8 MHz, mode: 2K, guard interval: Ya.
Channel model: Rayleigh, frequency-flat ("single path"), maximum Doppler shift: 100Hz
Sensing time: 1.12 ms

Scenario llI:

Primary signal: DVB-T signal , bandwidth: 8 MHz, mode: 2K, guard interval: %a.

Channel model: Rician, frequency-flat ("single path™), maximum Doppler shift: 100Hz, K-factor: 1
Sensing time: 1.12 ms
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Scenario IV:

Primary signal: DVB-T signal , bandwidth: 8 MHz, mode: 2K, guard interval: %a.

Channel model: Rician, frequency-flat ("single path™), maximum Doppler shift: 100Hz, K-factor: 10
Sensing time: 1.12 ms

Scenario V:

Primary signal: DVB-T signal , bandwidth: 8 MHz, mode: 2K, guard interval: Ya.

Channel model: AWGN (no fading) plus log-normal shadowing, location variability: 10 dB
Sensing time: 1.12 ms

Scenario VI:
Primary signal: DVB-T signal , bandwidth: 8 MHz, mode: 2K, guard interval: %a.

Channel model: Rayleigh plus log-normal shadowing, frequency-flat ("single path"), maximum
Doppler shift: 200Hz, location variability: 10 dB

Sensing time: 1.12 ms

Scenario VII:

Primary signal: DVB-T signal , bandwidth: 8 MHz, mode: 2K, guard interval: Ya.

Channel model: Rician plus log-normal shadowing, frequency-flat (“single path™), maximum
Doppler shift: 100Hz, K-factor: 1, location variability: 10 dB

Sensing time: 1.12 ms

Scenario VIII:
Primary signal: DVB-T signal , bandwidth: 8 MHz, mode: 2K, guard interval: %a.

Channel model: Rician plus log-normal shadowing, frequency-flat ("single path™), maximum
Doppler shift: 100Hz, K-factor: 10, location variability: 10 dB

Sensing time: 1.12 ms

Scenarios IX trorough XVI follow Scenarios I-VIII with the only difference being the duration of the
sensing period beeing changed from 1.12 ms to 10 ms.

3.3 POTENTIAL IMPERFECTIONS IN THE MODEL

The models that are used should reflect exactly what happens in real implementation while
maintaining a low complexity such that the models can be handled conveniently. The trade-off
between amount of detail that the model captures and its complexity leads to potential
imperfections in the model. The imperfections have to be recognized and studied separately to
guarantee functionality of the real-life implementation, otherwise the measured performance of the
detection algorithms might differ significantly from the simulated one or loss of optimality may be
experienced. Imperfections stem from non-ideal transmitter that generates the signal, signal
propagation over the air, and especially non-idealities of the RF receiver front-end. This section
briefly discusses sources and potential effects of receiver non-linearity, DC offsets and carrier
frequency offset (CFO).
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3.3.1 Non-linearity of the receiver front-end

Non-linearity in the signal path of RF receiver front-end is caused by compression and
intermodulation, which are discussed more thoroughly in deliverable D4.1. In general, non-
linearity may transfer signal energy from surrounding frequency bands to the band that is being
sensed. The sensing algorithms are designed to operate at very low SNR levels, and thus the
non-linearities are potential source for false detections. In the case of feature detection, the
false detections occur if at least one of the out-of-band signals has the feature and the feature
is preserved in the intermodulation process. Non-linearity in the receiver front-end always
exists to some extent, and thus has to be taken into account in detection algorithm evaluation.
Preliminary results for linearity requirements of the receiver can be found in D4.1.

3.3.2 DC-Offset

DC offsets are another problem since all receiver front-ends generate non-zero DC component
to the received signal. Especially in direct conversion receivers, architecture used in many
modern systems, the DC offset can be significant and cannot be neglected. Coarse DC
compensation is usually done in the RF circuit, but depending on applications DC tolerance,
post-calibration may have to be done in the baseband or even in the algorithm level. An
example of DC compensation in algorithm level [Kokkinen2009] is illustrated in Figure 3. In
spectrum sensing applications, the effects of DC offset depend on the algorithm. In energy
detection and autocorrelation-based detection techniques the DC component acts as a signal,
thereby increasing the amount of false detections, while for example in some detectors based
on cyclostationary, the DC component is seen as noise which reduces effective SNR and
thereby the probability of detection of the primary signal.

3.3.3 Carrier Frequency Offset

Mismatch in transmitter/receiver carrier frequencies is known as carrier frequency offset (CFO).
As a result, the received signal is shifted in frequency domain and this may deteriorate the
detection performance of certain spectrum sensing algorithms. As long as the CFO is small
enough, such that the received signal stays within the observed frequency band, energy of the
signal is not affected and thus CFO’'s effect on energy detectors is insignificant. More
sophisticated spectrum sensing techniques, however, can be prone to even small frequency
offsets and care has to be taken in designing such an algorithms. CFO estimation and
correction can be done in digital domain but is quite complex, therefore algorithm level
corrections are preferred when possible.

Most of the effects, described above, can be countered on algorithm level but increasing
complexity costs circuit area and power which are important implementation metrics and are
desired to be kept at minimum. Effects on the hardware implementation will be evaluated and
presented in deliverable D3.2.
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Figure 3 - Autocorrelation-based feature detectori  ncluding DC compensation logic,
[Kokkinen2009]

3.3.4 Uncertainties in the noise variance estimatio n

The received signal is detected in the presence of noise caused by the detecting electrical circuit.
This noise is modeled as a white Gaussian noise and the estimation of its power spectrum density
is a crucial for the performance of some spectrum sensing algorithms as the determination of the
threshold is strictly dependent on the variance of the noise. In certain situations, the exact value of
this variance is difficult to obtain and thus the performance of the algorithms deteriorates. Instead

of knowing the exact value of the noise variance , we can assume that its estimate lies within
some interval about its true value in some interval around its real value % i.e.

2T [ r21/ , rzl],where 3 1.The parameter represents the quality of the noise floor

estimate and is usually called noise uncertainty. Some of the effects of the noise uncertainty on the
spectrum sensing have been partially described in [Tandra2008].

It is known that the energy detector described in Section 2.2.1 can achieve arbitrary pair of
probability of false alarm and probability of detection if the sensing time is suitably chosen. That is
true for an arbitrary signal-to-noise ratio (SNR) under the assumption that we perfectly know the

noise variance, i.e., the noise uncertainty =1. However, if we have some non-unit uncertainty
the detector experiences the so called “SNR wall”, that is a lower bound on the SNR for which
detection is possible. In this case the “SNR wall” takes the form [Tandra2008]

2.1
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A short investigation of the influence of the noise uncertainty on the energy detection of DTT
signals is presented in [Shellhammer2006]. We perform a similar investigation in Section 4.

3.3.5 Non-Gaussian Noise:

It has been a convenient assumption in the literature to consider that the noise distribution is
Gaussian. However several measurement studies show that man-made noise has impulsive
nature in many outdoor and indoor frequency bands [Blackard1993], [Sanchex1999]. This results in
noise distribution having heavier tails than Normal distribution. This impulsive nature of the noise
may be due to, e.g., microwave ovens, electric motors, and cars etc. Spectrum sensing algorithms
which assume noise distribution to be Gaussian may not be robust in practical scenario where
noise distribution has heavy tails. In such cases, the convergence of the estimators is slow and
there is degradation in the detection performance [LundenKK2009]. Therefore this is motivation for
designing robust detectors. Such detectors have been proposed in [Lunden2008] and
[LundenKK2009].

3.4 COOPERATIVE SPECTRUM SENSING WITH TRANSMISSION
CONSTRAINTS

Optimum detection performance can be achieved if each user transmits an exact value of LLR to
the FC. However, this may consume too much bandwidth. There are two practical ways to reduce
the amount of data transfer between a SU and the FC: censoring and quantization.

3.4.1 Censoring

Censoring is a process of constraining the transmission of decision statistics such that each user
shares only informative decision statistics. Thus it helps in reducing the bandwidth requirement. In
addition, as less data needs to be transmitted, the energy consumption is reduced. For this reason,
censoring has been employed in energy efficient sensor networks [Ragol1996]. Cooperative
detection with censoring for cyclostationary based test statistics has been proposed in
[LundenKHP2007]. In [ChaudhariLK2008], the censoring based approach is presented for
collaborative detection of CP-OFDM signals in cognitive radio.

3.4.2 Quantization and Channel Errors

Instead of sending exact values of test statistics, we can quantize them before sending them. One
guantization approach is to send the local decisions, i.e., one bit hard decisions, to the FC. This
problem has been extensively studied in the distributed detection literature [Varshney1993].
Although this approach reduces the communication cost, such hard decisions result in a
substantial loss of performance [Tsitsiklis1993]. This gives motivation for using more than 1 bit for
quantization. For multi-bit local decision statistics, the local decision spaces have to be optimally
designed. In [Tsitsiklis1993], the author has given a comprehensive overview of the optimal
quantization schemes for decentralized detection theory.

Generally in the literature on distributed detection using the quantized values, an assumption has
been made that the information transmitted by the user is received without any errors at the FC.
This assumption may not be practical and the control channel used for sending information to the
FC may be subjected to propagation effects, interference and collisions. These errors may cause a
change in the error probabilities at the FC and consequently, a significant performance loss
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[Letaief2009]. In [Letaief2009], the case of sending a 1- bit decision to the FC over an erroneous
channel is considered.

In [Chaudharik2009], analysis of the detection performance at the FC is done when SUs send
multi-bit quantized soft decision statistics over an erroneous channel. The channel effect is
incorporated in terms of Bit Error Probability (BEP). The distribution of the received LLRs in the
presence of quantization and channel errors is established at the FC. Using these distributions, the
performance of the detection scheme at the FC is analyzed. In essence, a framework is provided
to get the design parameters (1) the number of bits required for the quantization and (2) the BEP,
such that the loss in cooperative detection performance in the presence of quantization and
channel errors is negligible as compared to the ideal case of transmitting the exact LLRs over an
error-free channel. It is shown that for the considered case, there is negligible loss in using 4 or
more bits for quantization as compared to unquantized (or exact) values. Also it is shown that the
channel coding becomes necessary for BEP of more than 0.01.
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